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New York Makes Internet Impersonation a Crime

In a continuing effort to combat identity
theft, New York recently enacted an
amendment to the Penal Law making it
a crime to impersonate another person
or pretend to be a public servant by
means of online communication.

Specifically, New York’s Internet imper-
sonation law amends section 190.25 of
the Penal Law by adding Subdivision 4,
making it a crime to impersonate another
person by electronic means, including
through use of a website, with the intent
to obtain a benefit or injure or defraud
another person. It also prohibits using
such electronic means to pretend to be a
public servant in order to induce another
person to submit to false authority or to
act in reliance on that false pretense.

Internet impersonation is a Class A
misdemeanor and carries a maximum
penalty of a $1,000 fine and a one-year
term of imprisonment for each violation
or act of impersonation. The new law
became effective on November 1, 2008.

Scope of the Law

The Memorandum accompanying the
New York State Assembly bill states that

the purpose of the new law is to deter
perpetrators who, with intentions ranging
from harassment to identity theft, gain
access into another person’s account and
pose as them through the use of online
communications. The scope of activities the
new law covers may be even broader than
its stated purpose, however. By its plain
language, the law applies to any person or
entity who impersonates another person
on the Internet with the “intent to obtain a
benefit or injure or defraud another.” This
would cover social networking sites, such
as MySpace, Friendster and Facebook,
that make it easy to upload someone
else’s photo and pretend to be that person.
The new law is intended to “deter the
plethora of cases” of “misrepresenting
oneself through the use of the Internet.”

We Can Help

Hunton & Williams assists clients in
developing, implementing and evaluating
identity theft prevention programs. If

you would like assistance in reviewing
your information security practices

or developing new policies or train-

ing programs, please contact us.
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