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T oday, every organisation has 
information assets. Typically 
these assets account for a 
significant part of the overall 

value of the organisation and are essen-
tial to the ongoing operation of the or-
ganisation. For most organisations, the 
security and protection of information 
assets is essential to their continuity, 
integrity and, therefore, existence. 
 
Since information is an important busi-
ness asset, it needs to be suitably pro-
tected. This is especially crucial in the 
increasingly interconnected business 
environment. As a result of this inter-
connectivity, information is exposed to 
a growing number and a wider variety 
of threats and vulnerabilities. 
 
International IT security standards 
recognise that the level of security that 
can be achieved purely through techni-
cal means is limited. The required level 
of security, established through assess-
ing risk and the associated costs of a 
breach of security, and weighing this 
against the costs of implementing addi-
tional security measures, should al-
ways be driven by appropriate manage-
ment controls and procedures. Informa-
tion security management requires, as 
a minimum, participation by all em-
ployees in the organisation. It may also 
require participation from sharehold-
ers, suppliers, third parties and cus-
tomers, in order to be successful.  
 
 
What is information  
security? 
 
There are many definitions of 
‘information security,’ but it can best be 
described as the protection of informa-
tion from a wide range of threats in 
order to ensure business continuity, 
minimize business risk, and maximize 
return on investments and business 
opportunities.  
 
Information security can best be 
achieved by implementing a suitable 
set of controls, including policies, proc-
esses, procedures, organisational struc-
tures, and software and hardware func-
tions. These controls need to be estab-
lished, implemented, monitored, re-
viewed and improved, where necessary, 
to ensure that the specific security and 
business objectives of the business are 
met. This should be done in conjunction 
with other business management proc-
esses and not be considered to be a 
stand-alone project. 

What is the interrelation-
ship with data protection? 
 
The use of international security stan-
dards can help a business to satisfy the 
requirements of European data protec-
tion laws. These laws provide that in-
formation held about people, both cus-
tomers and employees, is adequately 
protected and securely maintained. By 
implementing good information secu-
rity practices, organisations are better 
equipped to keep their information ac-
curate and up to date. They can also 
ensure it is accessed by the right peo-
ple, and in a secure way. If information 
security is compromised, the financial 
cost to the organisation can be signifi-
cant, but the reputational cost can be 
life threatening. There are a number of 
security implications contained within 
European data protection laws. The 
following outline will use the UK Data 
Protection Act 1998 (‘the Act’) as an 
example. 
 
The Act applies to computerised re-
cords, as well as to certain manual re-
cords, involving personal information. 
At the heart of the Act is a set of eight 
principles. Good information security 
practice is implied in all eight, but ex-
plicitly in the Seventh Principle, which 
relates to the prevention of unauthor-
ised or unlawful processing, and of acci-
dental loss, destruction or damage to 
data. It requires that appropriate tech-
nical and organisational security meas-
ures are implemented to protect per-
sonal information.   
 
Further, given the international con-
text within which personal data flow, 
the means by which data may legiti-
mately be transferred outside the Euro-
pean Economic Area attract close scru-
tiny. The Eighth Principle provides 
that personal information shall not be 
transferred to a country or territory 
outside the European Economic Area 
unless that country or territory ensures 
an “adequate” level of protection for the 
data. Technical and organisational se-
curity measures are an important part 
of the assessment of adequacy. Their 
significance is underscored by the fact 
that Appendix 2 to the Model Clauses 
governing controller-to-processor trans-
fers requires a detailed description of 
the technical and organisational secu-
rity measures implemented by the data 
importer. Given the significance of IT 
security, it is prudent to base IT secu-
rity management activities on widely 
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accepted international security stan-
dards.    
 
Set out below is a short list of some of 
the typical areas in which IT security 
requirements should be considered by 
the business as part its IT compliance 
and risk management program. The 
list identifies the relevant IT security 
standard for each type of activity, al-
though many of these overlap.   
 
 
IT management  
 
Business that are subject to the US 
Sarbanes-Oxley Act 2002 (see Part 1 of 
this article, published in the previous 
edition, for a discussion of the impact 
of this legislation on IT security con-
trols) may wish to adopt the control 
frameworks: the Committee of Spon-
soring Organisations of the Treadway 
Commission (COSO) Internal Control 
Integrated Framework and the IT Gov-
ernance Institute’s Control Objectives 
for Information and Related Technol-
ogy (COBIT). 
 
These two frameworks have different 
approaches and differ in their goals. 
The CoSo framework is focussed on the 
idea that internal control is estab-
lished by the business’ board of direc-
tors or management through internal 
procedures in order to ensure that pre-
defined goals are achieved within the 
organisation. On the other hand, CO-
BIT is focussed on information that 
could be used to fulfil the business 
needs and to enable IT resources and 
procedures to function properly. Fur-
ther, the objectives of Coso concentrate 
on efficiency of operations, financial 
reporting and compliance with laws 
whereas COBIT also takes into ac-
count security and quality manage-
ment requirements in a number of 
categories including confidentiality, 
integrity, availability and reliability. 
Finally, the frameworks can be distin-
guished with regard to their users. 
While Coso addresses the broader 
management, COBIT is suitable not 
only for the management, but also for 
users and auditors. COBIT is clearly 
related to IT controls for IT compliance 
projects in order to ensure systems and 
data security. 
 
According to the IT Governance Insti-
tute, the goals of the COBIT frame-
work can be described as follows. Busi-
nesses are obliged to fulfil the mini-
mum quality, fiduciary and security 

requirements in relation to informa-
tion assets, just as they would for other 
types of asset. In addition, manage-
ment is expected to optimise the use of 
available resources, including data, 
application systems, technology, facili-
ties and people. In order to make sure 
these responsibilities are discharged 
and objectives achieved, management 
has the task of understanding the 
status of its own IT systems and decid-
ing what security and control they 
should provide. Further, the manage-
ment has to ensure the existence of an 
internal control system or framework 
to support the business processes and 
to make clear how each individual con-
trol activity satisfies the information 
requirements and impacts in IT re-
sources. The responsibility of manage-
ment covers IT control, including poli-
cies, organisational structures, prac-
tices and procedures. 
 
 
IT services   
 
In the area of service support, the In-
formation Technology Infrastructure 
Library (ITIL) is generally used. ITIL 
presents a set of management proce-
dures for IT systems and operations, 
including security management. The 
security management procedures en-
able an organisation to structure all of 
their IT systems and operations in way 
that allows them to achieve a high 
level of security. The underlying con-
cept is delivered by the “code of prac-
tice for information security manage-
ment” commonly known as the ISO/
IEC 17799, which is outlined in more 
detail below. Every information secu-
rity management system is focused on 
the value of the information that has 
to be protected. The concepts used to 
measure and value the types of busi-
ness information are confidentiality, 
integrity and availability. Correlating 
aspects are data protection, anonymity 
and verifiability. Looking at the imple-
mentation side of an information secu-
rity management system, two elements 
must be considered.  First, the realiza-
tion of security requirements defined 
in a Service Level Agreement (SLA) 
and other external requirements which 
are specified in contracts, legislation 
and other internal or external policies 
or codes of conduct. Secondly, the reali-
zation of a basic level of security. This 
is necessary to guarantee the continu-
ity of the organisation.. The input for 
the basic level consists of the SLAs 
with the specified security require-
ments, applicable legislative require-

ments and other potential underlying 
contracts.  
 
 
IT security 
 
The international standard used today 
in the area of IT security is ISO/IEC 
17799:2005. This standard was pub-
lished by the International Organisa-
tion for Standardization (ISO) and the 
International Electrotechnical Com-
mission (IEC). It is entitled 
“Information technology - Security 
techniques - Code of practice for infor-
mation security management.” The 
current standard is a revision of the 
version published in 2000, which con-
sists of the British Standard (BS) 
7799-1:1999.  
 
ISO/IEC 17799 provides best practice 
recommendations on information secu-
rity management for use of a business 
that wants to implement an Informa-
tion Security Management System. 
Information security is defined as “the 
preservation of confidentiality 
(ensuring that information is accessi-
ble only to those authorised to have 
access), integrity (safeguarding the 
accuracy and completeness of informa-
tion and processing methods) and 
availability (ensuring that authorised 
users have access to information and 
associated assets when required).”  
 
The standard contains twelve main 
sections, including the following:  
 

• “Risk assessment and treatment—
analysis of the organisation’s infor-
mation security risks”;  

 

• “Security policy—management di-
rection;  

 

• Organisation of information secu-
rity—governance of information 
security”;  

 

• “Communications and operations 
management—management of 
technical security controls in sys-
tems and networks”;  

 

• “Access control—restriction of ac-
cess rights to networks, systems, 
applications, functions and data”;  

 

• “Information systems acquisition, 
development and maintenance—
building security into applications”;  

 

• “Information security incident man-
agement—anticipating and re-
sponding appropriately to informa-
tion security breaches”;  
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• “Compliance—ensuring confor-
mance with information security 
policies, standards, laws and regu-
lations.” 

 
Each section specifies information se-
curity controls and their objectives. 
Each control is accompanied by guid-
ance on implementation. Specific con-
trols, however, are not mandated since 
it is expected that each business will 
undertake a structured information 
security risk assessment process to 
determine its specific requirements 
before selecting controls that are ap-
propriate to its particular circum-
stances. In addition, it is also practi-
cally impossible to list all possible con-
trols in a general purpose standard. 
There exist also industry-specific vari-
ants of ISO 17799 that are anticipated 
to give advice tailored to businesses 
e.g. in the telecoms or financial ser-
vices sector. 
 
 
IT service providers 
 
As part of an IT compliance project, a 
business must also identify its critical 
third party and outsourcing suppliers 
using formal IT risk assessment proc-
esses. The relevant standards and 
procedures applied to a specific service 
need to be defined depending on the 
scope of that service. Since the adher-
ence to such standards by any service 
provider may be hard for a business to 
control, external certification can be 
used to ensure a certain level of com-
pliance. Such external certification 
may be provided by a “Statement on 
Auditing Standards No. 70 Type II 
reports” (Type II SAS 70). This Type II 
SAS 70 is an internationally recog-
nized auditing standard developed by 
the American Institute of Certified 
Public Accountants (AICPA). Type II 
SAS 70 is generally applicable when 
an auditor is auditing the financial 
statements of an entity that obtains 
services from another organisation. 
Service organisations that provide 
such services include application ser-
vice providers, bank trust depart-
ments, internet data centres or other 
data processing service providers. A 
Type II SAS 70 audit or service audi-
tor’s examination is widely recognized 
because it demonstrates that a service 
organizations` control activities have 
been audited, generally including    
controls over information technology 
and related processes, including IT 
security. 

To exercise control over and discharge 
its compliance obligations, a business 
should request Type II SAS 70 certifi-
cations from all their critical IT ser-
vice providers. A business should also 
review carefully the scope of any Type 
II SAS 70 certification to ensure that 
it matches the specific service and/or 
product being provided. If certifica-
tions are not readily available, alter-
native procedures should be adopted. 
It is also necessary for a business to 
include all relevant standards for ser-
vice provision in its contracts with the 
third party service provider and to 
allow follow up and enforce those stan-
dards. Finally, the adoption of interna-
tional standards such as ISO 9001, 
ISO 15000 and ISO 17799 as manda-
tory requirements by all critical IT 
suppliers is strongly recommended as 
best practice.  
 
 
How to implement an  
Information Security  
Management System? 
 
To implement an Information Security 
Management System (ISMS) as de-
scribed above, a business needs to fol-
low at least the following five main 
steps: 
 
Design and Layout of the ISMS: At 
this stage, a business would determine 
its policy and objectives regarding 
information security, assess its secu-
rity risks, evaluate various ways of 
handling these risks, and select con-
trols from the various international 
security standards that reduce risks. 
Hereby, a business should remember 
to compare the cost of risk control 
against the value of the information 
and other risks to its business.  
 
Implementation of the ISMS: In 
this phase, a business should imple-
ment the selected controls to manage 
risks. This would involve setting up 
procedures and instructions for man-
agement and for Compliance/IT de-
partment, raising awareness through 
training, assigning roles and responsi-
bilities, and implementing any new 
systems. Close coordination with other 
compliance functions and projects, 
such as e.g. with regard to Sarbanes 
Oxley and Basel II requirements is 
required. 
  
Review of the ISMS: This will help 
the business to ensure that the ISMS 
continues to manage the risks to its 

data. This includes monitoring how 
effective the IT controls are in reduc-
ing the risks, reassessing the risks 
taking account of any changes to the 
business, and reviewing policies and 
procedures. 
 
Certification of the ISMS: If avail-
able and useful in a commercial sense, 
the business should consider to have 
the security system or parts of it, such 
specific applications, certified. 
 
Improvement of the ISMS: A secu-
rity system needs to be maintained by 
improving existing controls, as well as 
putting into practice new controls if 
new threats or changes in the IT infra-
structure occur. 
 
 
Conclusion 
 
Any business, which has an ISMS in 
place, should be well placed to respond 
positively to Data Protection Authori-
ties in the context of notification of 
processing or transfers of personal 
data abroad. Security standards such 
as ISO 17799 can be used by any busi-
nesses irrespective of size or sector. 
The standard, will not render the busi-
ness immune from security breaches, 
but they will reduce the risk of secu-
rity breaches.  Businesses will also be 
in a better position to minimize dam-
age, cost and disruption if security 
breaches do occur. The use of COBIT, 
ITIL and ISO 17799, can help busi-
nesses to meet the information secu-
rity requirements of data protection 
laws, in particular in an international 
context. There are distinct advantages 
to be gained by identifying and pro-
tecting the assets of a business. The 
advantage of using COBIT, ITIL and 
ISO 17799 is, that they are business-
led best practice on information secu-
rity management, providing ready-
made guidance and processes for man-
aging risks to information security. As 
well as helping to satisfy the technical 
and organizational security require-
ments of the data protection laws, 
third party service provider certifica-
tion, e.g. with SAS 70 Type II can 
demonstrate to trading partners and 
to supervisory authorities that the 
business goes a step beyond general IT 
security compliance. 
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