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Peter Hustinx 

It is a great honour and privilege to be invited to speak this afternoon at this event 
marking the 10th anniversary of the EDPS and the contribution of Peter Hustinx 
throughout that period. I choose my words carefully, and from a personal 
perspective when paying tribute to Peter.  He has been a mentor, an inspiration 
and a collaborator. He has sometimes been a challenger and a critic. Above all, 
he has been and remains a wonderful personality and an excellent friend. 

I want also to pay tribute to Peter’s wife, Beatrijs, whom I am delighted to see 
here today. Of course she has been a fantastic support for Peter, but she has 
also done much to raise cultural awareness of so many Commissioners and their 
own partners.  

Accountability, Pragmatism and Effectiveness 

Within this session on “Themes of Data Protection” I have been asked to speak 
(strictly) for 15 Minutes on Accountability and Pragmatism. I shall certainly need 
to be very “Selective to be Effective”! Indeed, I want to say a few words today 
mainly about Effectiveness and the potential merits of a more Risk-based 
Approach.  Peter will recall that the London Initiative which was launched in 2006 
under his leadership in collaboration with Alex Turk and myself was focussed on 
Effectiveness, Communication and Pragmatism. I am delighted that Pragmatism 



is a key theme of the EDPS Strategy for 2013-14 and Peter has always been an 
excellent Communicator.  

But what do we really mean by Effectiveness? More specifically: “How do we 
know we are being Effective?” This can be an awkward, but fundamental, 
question. But it needs to be taken seriously by everyone seeking better ways of 
doing things.  I certainly do not intend to spoil the party today, but I have already 
mentioned Peter’s role as challenger and critic. He has always expected me to be 
controversial and perhaps a little provocative. And I have no intention of 
departing from that continuing tradition today. 

Let me start by reflecting on what external commentators regularly say about the 
European Data Protection regime. You tend to hear even more of their comments 
once you stop being a Commissioner and perhaps Peter will hear them more 
when he is no longer the Supervisor. The comments tend to address both the 
1995 Directive and the various manifestations of the draft Regulation. “What 
results are you trying to achieve?” they ask. “We know that Privacy is an 
important and elusive value; it has almost become a sexy topic. But precisely 
what virtues are you trying to promote? What evils are you trying to prevent?” In 
other words: “How do you all know what success looks like? “How do you know 
you are being effective?”  

In my view, comments or criticisms of this nature essentially are raising the 
accusation that there is not sufficient clarity in concrete terms about the 
underlying objectives that are being sought. They say that the legislation is not 
outcome-based. It is not the sort of “Smart Regulation” which has been widely 
adopted in other spheres.  

This fundamental gap – insufficiently clear objectives - feeds other points. The 
critics frequently say, for example, that there is too much focus on process and 
procedures. Too much emphasis on How things should be done, not enough on 
What results should be sought. The regime is said to be too prescriptive and 
bureaucratic, without sufficiently reflecting what happens in the real-world. It has 
too much of a “One size fits all” approach, without enough respect for market-
place diversity and competition with its innumerable different business models 
supplying a vast range of services. At the same time, the system is described as  
too paternalistic or insufficiently consumer-driven, without taking enough into 
account the benefits for consumers (who must be the best judges of their own 
best interests) or of the economic and social benefits of maximum innovation  
and efficiency. Finally, as perhaps this is the most commonly-heard point, the 
European approach to data protection is said to be too elusive or esoteric, too 
theological or doctrinaire, too vague or abstract, relying too much on paperwork, 
with too many words and not enough actions. 



Let me give you an example. As many of you are aware, my roots have always 
been in the consumer movement and I have recently ended my term as the 
Deputy Chairman of “Which?”, the UK Consumer Association where we have well 
over one million subscriptions. A recent edition of Computing Which?” carried an 
article on Privacy Notices. It reported that the on-line terms and conditions for 
iTunes extended to 19,972 words. This was compared to Shakespeare's Macbeth 
at 18,110 words. PayPal’s privacy and acceptable use policy with shipping and 
billing terms required their consumers to wade through reached a staggering 
34,798 words. Poor Shakespeare could only manage 30,066 words for his 
longest-ever play – Hamlet. The article went on to review the impenetrable 
language and small print used in Notices of this type which are a long, long way 
from the Plain English championed by consumer groups. 

And yet, with no choice in practice, consumers are required to certify that they 
“have read, understood and accept” these term. They have to tick the box. But 
they are not telling the truth about reading and understanding. It simply cannot be 
good public policy to have a system which effectively creates a Europe of “503 
million Liars”. Worse still, however crudely or wrongly, too many companies end 
up thinking they can almost do what they like with personal data so long as it’s 
buried away in the fine print. No wonder critics of both the European and North 
American frameworks claim that there has been far too much reliance on an 
increasingly fragile “Notice and Consent” approach. 

This brings me on to a related point: There is not enough recognition that most 
companies actually want to get things right with data protection. But they are 
frequently not clear what is right or what is expected of them. They want to get it 
right because concerned about their reputation, about their share price, about 
relationships with their staff and - above all - about attracting and satisfying (or at 
least not alienating) their consumers. 

Accountability 

Awareness of the poor reputation of data protection, and recognition that most 
companies wanted to get things right directly influenced the Strategies of the ICO 
during my time as Commissioner. Our approach was summed up as follows: 

“Strengthening public confidence in data protection by taking a practical, 
down to earth approach - simplifying and making it easier for the majority 
of organisations who seek to handle personal information well, and 
tougher for the minority who do not.” 

Let me say a bit more about the phrase “Organisations who seek  to handle 
personal information well”. This lies at the heart of the Accountability Principle. 
Of course Accountability was enshrined over 30 years ago in the OECD 
Principles. I am proud that the Centre for Information Policy Leadership (CIPL), 
where I am now based, has pioneered the elaboration of the Accountability 



Principle. Peter has been terrifically supportive of this work. The thinking has 
been taken forward by the Article 29 Working Party’s Opinion on Accountability 
and features in the draft Regulation. It has taken practical form in the guidance 
published last year by the Canadian Commissioners entitled “Getting 
Accountability Right with a Privacy Management Program”. The Essential 
Elements of Accountability articulated through the CIPL process include 
commitments: 

• … to adopt  policies based on external criteria, with customised 
programmes, tools and procedures to ensure compliance….. 

• …to stand ready to demonstrate and be answerable for actions…..and 
• ....to assess and mitigate the risks to individuals. 

A Risk-based Approach 

The reference here to risk brings me to the last point I want to raise this 
afternoon.  It has become increasingly fashionable in the last year or so to talk of 
a “Risk-Based approach to Data Protection”. The concept holds out much 
promise for those seeking the best ways to achieve effective and robust data 
protection balanced against the benefits, the value and, sometimes, the 
inevitability, of widespread information use. It is part of an unfinished agenda 
from the Accountability Project. A new CIPL Project, which I am leading, is now 
exploring what “risk-based” really means in this context. As with Accountability, 
the new project will develop though a series of consensus-building workshops, 
the next to be held in Paris on 20 March. 

The main object of our project is to develop a tool primarily for accountable 
businesses wanting to demonstrate they are “getting it right” with new products, 
services and activities. But we hope also that the work will be of value to 
Commissioners, not least helping them to set setting priorities (“Selective to be 
Effective”) for their activities in areas where the risks are greatest. Perhaps also 
our work may prove to be useful for law-makers searching for fresh thinking. 

The new CIPL project will build on excellent work already done by others. I am 
thinking particularly of the Risk Methodology published by the CNIL in 2012 and 
the draft Code on Privacy Impact Assessments published by ICO last year 
following the work on Risk which it commissioned from Tribal Research.  

We are already finding that this is not easy territory. There will be need to be 
plenty of discussion and dialogue as we move forward. Key to our efforts will be 
an examination of risk from the perspective – not of companies and other 
organisations – but from that of consumers and individuals. (By the way, I always 
try to avoid using the term “data subject” which means very little to most people. 
An ICO survey showed that only 10% understood what it means.) 

 



Emerging Thinking on Risk 

I can share some emerging thinking, which reflects desk research and 
discussions at workshops we held during 2013 in Warsaw and Toronto.  I stress 
that this work-in-progress and far from settled. Key messages are emerging from 
the world of Risk Management which – astonishingly and unlike other areas of 
regulation – seems hitherto not to have engaged in serious dialogue with the 
world of data protection. One key message is the importance of keeping things 
simple. In this context, we are examining the case for developing a streamlined 
Matrix of Threats and Harms. This would cover the threats arising from the data 
which could have a negative impact on individuals. Such a Matrix – which would 
have to be clearer than current legislation about the underlying objectives - would 
then be linked to a mechanism for assessing both the likelihood and the 
seriousness of each risk and then weighing the result against the benefits.  

To elaborate, it may be possible – on the horizontal axis - to say that there are 
just three main types of Threat, which boil down to: 

• inaccurate or out-dated personal information; 
• unacceptable use of personal information; and 
• personal information in the wrong hands – including lost, stolen or 

wrongly-shared data. 

On the vertical axis can be identified two main types of Harm: Tangible damage 
and Intangible distress.  

Tangible damage to individuals can be physical or economic. It includes such 
harms as: 

• bodily harm; 
• loss of liberty or freedom of movement; 
• damage to earning power; and 
• other significant damage to economic interests. 

Intangible distress to individuals includes such harms as: 

• unwarranted  monitoring or exposure of identity, characteristics, activity, 
associations or opinions; 

• suppression of - or chilling effect on - freedom of speech, association etc; 
• reputational harm; 
• personal, family, workplace or social fear, embarrassment or anxiety; 
• unacceptable intrusion into private life; 
• discrimination or stigmatisation. 

Already, you may see that articulating threats and harms - whether actual or 
potential - in terms like these may make it considerably easier for companies to 



understand what is expected than the traditional language of data protection. 
Companies do not find it easy or meaningful to be told that they must uphold 
“fundamental rights and freedoms”.  To a considerable extent, in this context, we 
are seeking an approach, vocabulary and a tool which will give more concrete 
shape to Human Rights.  

Intended project outcomes 

To summarise, the intended project will help accountable companies to reduce 
the likelihood of serious harm impacting on individuals, not least by adopting and 
implementing well-targeted Privacy Programmes. It may also help 
Commissioners set their enforcement priorities. In turn, and through a virtuous 
circle, this may help companies further by giving them a better idea of what is 
expected and this avoiding regulatory trouble.  

Above all, I hope that this project will help to improve the effectiveness and the 
reputation of data protection. There are two objectives to which Peter Hustinx has 
been totally committed and I know that he will continue that on-going quest.   

 

 

 


