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California recently became the first state to
impose a general security standard on
businesses that maintain personal informa-
tion. The new law becomes effective on
January 1, 2005.

A.B. 1950 requires businesses that own or
license personal information about Califor-
nia residents to implement and maintain
reasonable security procedures and prac-
tices to protect the information from unau-
thorized access, destruction, use, modifica-
tion or disclosure. In addition, businesses
that disclose personal information to nonaf-
filiated third parties must contractually
require those entities to maintain reason-
able security procedures. Given the geo-
graphic reach of many organizations, the
new California law effectively imposes a
national security standard on businesses
that maintain personal information.

Scope of A.B. 1950

The new law applies to all businesses
(other than those described below) that
own or license personal information about
California residents. The phrase “owns or
licenses” includes (but is not limited to)
personal information that a business retains
as part of its internal customer account or
for use in transactions with the person to
whom the information relates. While the
law is chaptered in the “customer records”
title of the California Civil Code, based on
the language of the law itself, A.B. 1950

appears to apply to both customer and
employee information.

“Personal information” means unencrypted
data consisting of a person’s name, in com-
bination with:

• a Social Security number,

• a driver’s license or California ID card
number,

• an account, credit card or debit card
number along with a password or
access code, or

• medical information.

The new law excludes from coverage enti-
ties that are subject to the Health Insurance
Portability and Accountability Act of 1996
(HIPAA) and the California medical, finan-
cial and motor vehicle records privacy laws.
In addition, any business that complies
with another state or federal law providing
greater protection to personal information
is deemed to be in compliance with A.B.
1950.

“Reasonable” Security 
Procedures Required

A.B. 1950 requires covered businesses to
implement and maintain “reasonable”
security procedures and practices, appropri-
ate to the nature of the personal informa-
tion, to protect the information from unau-
thorized access, destruction, use,
modification or disclosure. The law does
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not define what is “reasonable,” nor
does it offer guidance on how to meet
the reasonableness standard. This
means covered businesses will need to
define internally the security measures
they consider both reasonable and
appropriate in light of the scope of
their operations and the nature and
sensitivity of the personal information
they maintain. While we anticipate
that California courts will, over time,
establish such standards, we recom-
mend for now that companies rely on
Gramm-Leach-Bliley Act (GLB) Safe-
guards Rule guidance when develop-
ing security programs.

Contractual Requirements
for Disclosure to Third
Parties

The new law also requires businesses
that disclose personal information
about California residents to nonaffili-
ated third parties to contractually bind
the third parties to implement and
maintain reasonable and appropriate
security procedures to protect the
information. Thus, companies will
now need to keep track of certain
recipients of personal information
(such as service providers), and
require them by contract to implement
appropriate security measures. Similar
contractual requirements are found in
GLB and HIPAA.

Enforcement

California law permits individuals to
sue for unlawful or unfair business
practices. The new law does not
require that an individual be harmed
for a violation to occur. Given that
existing California law requires organi-
zations to notify individuals promptly
of a security breach involving unen-
crypted computerized personal infor-
mation, we anticipate a high level of
enforcement activity as a result of A.B.
1950.

Significance of A.B. 1950

As the nation’s first state law imposing
a security standard on personal infor-
mation retained by businesses not
otherwise obligated by law to safe-
guard the information, A.B. 1950 will
have an immediate impact on how
many businesses maintain information
about their customers and employees.
The scope of the law casts a wide net,
essentially mandating a national infor-
mation security standard — today,
even most modestly-sized entities
conduct business in California.

As indicated above, A.B. 1950 builds
on the controversial security breach
notification law (S.B. 1386) passed in
California two years ago. Under S.B.
1386, now chaptered at Cal. Civ. Code
§ 1798.82, businesses must disclose
any breach in the security of their
computer system to California resi-
dents whose unencrypted personal

information was acquired by an unau-
thorized person. When S.B. 1386 was
enacted, critics charged that S.B. 1386
punished businesses that suffered
security breaches even though their
security procedures complied with
legal requirements. The passage of A.B.
1950 fills that gap by imposing a new
security standard designed to prevent
the security breaches that require
notification under S.B. 1386.

We Can Help

By January 1, 2005, all businesses
covered by A.B. 1950 must develop
and implement reasonable security
procedures to protect personal infor-
mation from unauthorized access,
destruction, use, modification and
disclosure. Businesses that disclose
personal information to nonaffiliated
third parties also must have in place
contracts requiring those entities to
implement reasonable security proce-
dures. Hunton & Williams’ Privacy
and Information Management special-
ists assist clients in complying with
evolving state and federal privacy
requirements. We have experience
assessing privacy risks, drafting poli-
cies and procedures to comply with
legal requirements, and preparing
contracts providing for the protection
of personal information. If you have
any questions about the significance of
A.B. 1950, or would like assistance
complying with the new law, please
contact us.
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