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The growing number of countries with legal restrictions
on international data transfers makes it crucial for busi-
nesses to provide a legal basis for their international data
flows. Unfortunately, many legal bases for data transfers are
either impracticable or have a limited utility in different sec-
tors; for example, most financial services organizations are
not eligible to join the US/EU safe harbor system. Many
companies are interested in exploring binding corporate
rules (BCRs) as a means of international data protection
compliance, but are unsettled by legal uncertainties sur-
rounding their use.

The International Chamber of Commerce (ICC) is an
international business organization with member companies
in over 140 countries, and has long been involved in efforts
to help companies cope with legal restrictions on interna-
tional data transfers (for instance, ICC together with six
other business organizations proposed a set of alternative
model clauses for data transfers which were found to pro-
vide “adequate protection” by the European Commission in
December 2004)1. To learn more about the legal enforce-
ability of BCRs, in 2004 ICC surveyed companies around the
world concerning the enforceability of BCRs in their home
jurisdictions. The results were published in the “ICC Report
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on Binding Corporate Rules for International Transfers
of Personal Data.”2

The ICC Report demonstrates that BCRs are
already a viable solution for data protection compli-
ance, and that while some legal uncertainties remain,
they are likely to develop into the preferred mechanism
for multinational companies (including financial institu-
tions) to provide a legal basis for international data
transfers.

Background
In 1995, the European Communities enacted the EU

Data Protection Directive 95/46 (the Directive), which is
designed to protect individuals’ right to privacy with
respect to the processing of personal data.3 The
Directive contains restrictions prohibiting the personal
transfers of data to a third (i.e., non-EU) country unless
the country in question ensures an “adequate level of
data protection” as determined by the European
Commission, or the company making the transfer com-
plies with a specific derogation. The concept of “per-
sonal data” is interpreted very broadly, and includes
most types of data processed by banks and financial
institutions. Since the passage of the Directive, countries
in other regions (such as Asia4 and Latin America5) have
adopted similar restrictions, and still others are consider-
ing “adequacy” restrictions close to the European
model.6 Sensitivities among politicians and labor unions
concerning business process outsourcing, which by its
nature is based on data flowing freely across national
borders, has made it even more critical that companies
be able to transfer personal data globally.

BCRs are a set of rules adopted within a particular
company or corporate group that provide legally-bind-
ing protections for data processing within the company
or group. BCRs can be legally binding on members of
a corporate group through a variety of legal devices,
and may provide a legal basis for data transfers to
other countries or regions.7 The concept of BCRs is not
new, and many if not most multinational corporations
use BCRs for a variety of compliance requirements such
as environmental, health and safety, money laundering
and general corporate governance requirements.

Benefits 
BCRs are an innovative tool used to protect the

privacy of individuals while facilitating international
global transfers of personal data to corporate groups in
countries without sufficient data protection legislation.
BCRs allow companies to transfer personal data around
the world using a single set of rules, which gives indi-
viduals the confidence that their personal data is being
processed using a binding and enforceable set of stan-
dards. Moreover, BCRs make compliance less time-con-
suming and costly, and provide multi-national

corporations with greater flexibility than do most alter-
native legal bases (such as signing a multitude of data
transfer agreements). While their use in the data pro-
tection context is presently focused on international
data transfers, in fact BCRs can be used to provide for
overall compliance within the corporate group, i.e.,
their use need not be limited to data transfers.

BCRs also benefit individuals by increasing compli-
ance with data protection legislation. The 2003 imple-
mentation report by the European Commission on the
Directive showed “very patchy compliance by data con-
trollers” with the national implementations of the
Directive, due in particular to the complex and burden-
some nature of data protection law.8 The current system
of data protection enforcement is designed to bring
compliance through the threat of punitive measures,
whether audits by data processing authorities (DPA) or
complaints by data subjects. In contrast, BCRs represent
a proactive approach to data protection and shift the
burden of ensuring compliance from DPAs and individu-
als to companies themselves. Use of BCRs also creates
and sustains a company culture that respects privacy and
promotes compliance with data protection legislation.

Challenges 
BCRs do present some challenges to companies

using them. For instance, although BCRs create a “safe
haven” for transfers between corporate groups, the
“safe haven” does not apply to transfers to companies
outside of the corporate group (“onward transfers”).
BCRs are also both a minimal and complementary stan-
dard. So, if local law is stricter than the BCRs, a data
subject’s claim can be based on local law, as the BCRs
are only the minimum level of protection. However, if
the BCRs offer greater protection than local law, a data
subject’s claim can be based on them rather than the
local law. BCRs therefore have the potential to increase
a company’s potential liability.

The main obstacle to the use of BCRs is the
absence of a streamlined mechanism for approval by
DPAs when necessary. For example, in the EU a com-
pany currently has to submit its BCRs for approval to
the DPA of each member state in which the company
intends to transfer the data. So far, BCRs have been
approved by European DPAs in Austria (Bank Austria
Creditanstalt) and Germany (Daimler Chrysler and GE);
approval of other companies’ BCRs is known to be
imminent in other member states such as The
Netherlands and the UK. Moreover, the Article 29
Working Party is considering the possibility of approv-
ing BCRs on a pan-European basis, though the time
frame for a workable procedure being approved is very
uncertain.

The content of binding corporate rules depends
on many factors, including the needs of the corporate
group using them, the type of data it is processing and
the purposes of processing, the applicable legal
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requirements and so on. Thus, it can be expected that
BCRs will differ between the geographic regions, legal
systems and business sectors in which they are used.
The most extensive analysis of the substance of BCRs
so far has been provided by the EU’s Article 29
Working Party (comprised of all the EU DPAs) in its
Working Paper 74. In December 2004, the Working
Party also approved a standardized checklist of factors
for companies to take into consideration when apply-
ing for approval of BCRs. This article does not examine
the substance of BCRs, which need to be determined
by each individual company based on its requirements.

The ICC Report
Data protection authorities have stressed that is

important that BCRs be binding in practice as well as in
law. However, in some countries DPAs apparently have
doubts about the legally binding nature of BCRs. The
ICC Report therefore solicited input from ICC members
about the legally binding effect of BCRs in their coun-
tries; respondents included US, UK, Spanish, Swiss,
Danish, Belgian, and Hong Kong law firms, and Swiss,
Dutch, German, Japanese, and US manufacturing com-
panies and financial services companies. The Report
discusses in detail the various techniques that can be
used in individual countries to actually make BCRs
binding (both internally within the organization, and
externally for the benefit of the data subject), and ana-
lyzes the steps companies need to take to make BCRs
binding in practice and in law.

To be binding in practice, members of the corpo-
rate group, employees, and subcontractors need to
feel compelled to comply with the internal rules. While
ways to ensure internal compliance may vary greatly
from company to company, measures that promote
compliance include informational and training sessions
on the BCRs for employees and subcontractors; disci-
plinary sanctions for employees who violate the rules; a
robust complaint handling system; comprehensive self-
audit procedures; appropriate redress for violation of
BCRs; a way for data subjects to bring concerns to the
relevant DPA; and the appointment of a chief privacy
officer and local privacy officers.

To be binding in law, BCRs must create obligations
that are legally binding on the companies and that can
be legally enforced by data subjects and regulatory
authorities. The legally binding effect of BCRs thus dif-
fers among countries and legal systems. The survey
results published in the ICC Report reveal that within
the corporate group, such internal binding nature may
be achieved by measures such as:

(1) agreements involving contracts;

(2) agreements involving unilateral undertakings;

(3) a unilateral undertaking by way of a
Declaration of Trust;

(4) a unilateral undertaking or contract incorporat-
ing other regulatory issues;

(5) having the parent company unilaterally declare
that it assumes a duty of care over personal
data processed by itself and its subsidiaries;

(6) creating a self-regulatory body and contractu-
ally giving it enforcement power by its mem-
bers (e.g., a professional association);

(7) having a government agency assert authority
over enforcement of unfair or deceptive trade
practices which could also be applied to BCRs.

BCRs can be made binding on employees by way
of specific obligations in an employment contract, and
by linking observance of the rules to disciplinary proce-
dures. Similarly, they may be made binding on subcon-
tractors by including relevant compliance clauses in
subcontracts. Of course, the possibilities differ based
on the national legal system.

There are two principle methods to making the
rules binding externally for the benefit of data subjects:
unilateral undertakings and contracts. Unilateral under-
takings include unilateral declarations by the parent
company, and declarations of trust in favor of data sub-
jects. The external binding nature of BCRs for individu-
als may also be achieved through contracts between
the various corporate groups in which the data subjects
are third party beneficiaries, and a contract between
the parent company and the DPA which grants third
party beneficiary rights.

Conclusion
The ICC Report shows that not all of the mecha-

nisms for making BCRs binding are possible in all juris-
dictions so that legal uncertainties remain.
Nonetheless, the Report demonstrates that there are a
wide variety of legal principles that may lead to legal
enforceability of BCRs, and that BCRs are therefore a
realistic mechanism for providing a legal basis for data
transfers in many jurisdictions around the world. In par-
ticular, banks and financial institutions are used to com-
plying with a myriad of corporate policies and
regulatory regimes, so that BCRs for data protection
are a natural extension of their existing compliance sys-
tems. As coordinated systems for their approval by reg-
ulators in different jurisdictions are developed, more
and more financial institutions will no doubt turn to
BCRs as the most efficient method to ensure global
data protection compliance. �
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Notes:
1. More information on the ICC alternative model clauses is

available at http://www.iccwbo.org/home/news_archives/
2005/data_transfers.asp.

2. Available at http://www.iccwbo.org/home/e_business/
FINAL%20ICC%20BCRs%20report%20rev.pdf.

3. Directive 95/46/EC of the European Parliament and of
the Council, Oct. 24, 1995. This and the other EU docu-
ments referred to in this article are all available on the
web site of the European Commission at http://www.
europa.eu.int/comm/internal_market/privacy/index_en.ht
m. For more detailed information on European data pro-
tection law, see Christopher Kuner, European Data
Privacy Law and Online Business, Oxford University Press,
2003.

4. For example, Hong Kong enacted the Personal Data
(Privacy) Ordinance in 1995. Malaysia and Thailand are in
the process of drafting privacy legislation. India has legis-
lation pending that is largely based on the United
Kingdom Data Protection Act.

5. For example, Argentina and Chile.
6. See, e.g., Article 8 of the Russian Federal Law No. 85-FZ

of July 4, 1996 on Participation in the International
Information Exchange; Hong Kong Personal Data
(Privacy) Ordinance, 33 §2(a), 3 (1995).

7. The EU’s Article 29 Working Party, which is a group of
data protection regulators, suggests such instruments be
called “binding corporate rules for international data
transfers” or “legally enforceable corporate rules for
international data transfers.” Working Document (WP74)
adopted by the Article 29 Working Party on June 3,
2003, on “Transfers of Personal Data to Third Countries:
Applying Article 26(2) of the EU Data Protection Directive
to Binding Corporate Rules for International Data
Transfers”, page 8.

8. “Report from the Commission: First report on the imple-
mentation of the Data Protection Directive: Analysis and
impact study on the implementation of Directive EC
95/46 in Member States”, May 15 2003, page 13.
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