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DATA BREACHES

Nationwide: movements
towards a notification regime

The Financial Services Authority’s
decision to fine Nationwide for
failing to implement proper security
procedures following the theft of a
laptop highlights the dangers of
inadequately tackling data
breaches. Bridget Treacy and Lisa
Sotto, partners in the global privacy
practice at Hunton & Williams,
examine the movement towards a
data breach notification law in
Europe, and explain lessons to be
learned from the US’ experience.

In the US, there are countless data
breaches weekly. Some are reported
in the press; most are not. How do
we know about these breaches? In
more than 30 states, organisations
that suffer a data breach are
required to notify individuals whose
data were reasonably likely to have
been compromised. Consequently,
US businesses that experience a data
security breach face the prospect of
dealing with it in the full glare of
the media spotlight. In stark
contrast, from a European
perspective, there is no accurate
picture of how many security
breaches occur. This is primarily
due to the fact that despite a
comprehensive data protection
framework (based on EU Directive
95/46), there is no data breach
notification requirement in Europe.
Businesses are generally able to
manage a data breach as an internal
matter, away from the public eye.
This may be about to change.

Nationwide’s £980,000 fine

On 14 February 2007, the UK’s
data protection landscape
dramatically altered. The UK’s
financial services regulator, the
Financial Services Authority (FSA),
fined the UK’s largest building
society, Nationwide, £980,000
following the theft of an
employee’s laptop from their
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home. The laptop contained
customer data relating to some of
Nationwide’s 11 million account
holders. The FSA deemed that
Nationwide’s systems and controls
for preventing and managing a
security breach were inadequate.

By US standards, Nationwide’s
experience might have resulted in a
well-rehearsed containment plan
swinging into action, with damage
minimisation a key focus. In
Europe, where data protection laws
do not require businesses to notify
affected individuals, businesses
have long felt comfortable in the
knowledge that, if there is a breach,
it is unlikely to become public.
Nationwide’s experience shows that
the days of dealing with a security
breach as an internal issue may
well be over.

If the facts of the Nationwide case
were examined in light of the UK’s
data protection legislation, the Data
Protection Act 1998, Nationwide
would probably have escaped
censure or, at worst, received a
limited amount of adverse
publicity. This is because despite a
comprehensive data protection
framework, including an obligation
to safeguard the security of
personal data, the UK legislation
(and EU data protection legislation
more generally) does not require
the notification of data security
breaches to the regulator, the UK’s
Information Commissioner, or
affected individuals.

Further, even if he had been
notified of the security breach, the
Information Commissioner does
not have the power to impose a fine
in these circumstances. Fines may be
imposed following the commission
of a criminal offence (up to a
maximum level of £5,000 per
offence), but the conduct of
Nationwide here did not amount to
an offence.

Overlapping enforcement
What is most interesting about this

case is that it was another
regulator, the FSA, with
responsibility for ensuring that
financial services businesses
maintain proper systems and
controls, that intervened. Unlike
the Information Commissioner,
the FSA does have the power to
fine businesses for breaches of their
systems and controls and here, the
FSA determined that Nationwide’s
risk assessment and security
procedures were inadequate. The
FSA specifically pointed to the fact
that staff did not know what steps
to take in the event of such a
breach. Policies were inaccessible
and staff were not adequately
trained. The fact that no action was
taken in the first three weeks after
the breach increased the
opportunity for the information to
be misused (although there is no
evidence of actual misuse).

This is not the only recent
example of a regulator, other than
a data protection authority,
exercising jurisdiction over security
breach issues in Europe. Recently,
in Greece, the Hellenic Authority
for Information and
Communication Security and
Privacy fined Vodafone €76
million over a security breach and
wiretapping incident at the time of
the 2004 Athens Olympics.

EU security breach law

The absence of a notification
requirement does not mean that
businesses may disregard security;
rather, appropriate technical and
organisational security measures
are required to be implemented to
safeguard personal data. The
difficulty has been in enforcing this
requirement.

The possibility of introducing a
US-style security breach
notification requirement into
Europe has been a hotly debated
topic. The background to some of
these discussions has been the wide-
ranging review of the European
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telecommunications regulatory
framework. Under the recent
proposal, providers of electronic
communications networks and
services would be required to notify
their regulator of a breach of
security leading to the loss of
personal data or to interruptions in
service supply, and notify their
customers of any breach leading to
the loss, modification or destruction
of or unauthorised access to their
personal data. More generally across
Europe, attempts to link data
breaches to an increase in identity
theft are perhaps inevitable, and
may act to galvanise public opinion
in favour of a notification
requirement.

US data breach laws
The contrasting US requirement
for companies to notify individuals
of security breaches that
compromise their data had its
genesis in the California Computer
Security Breach Notification Act
(SB 1386), which became effective
on 1 July 2003. The Californian law
applies to personal information,
maintained in computerised form,
which has been, or is reasonably
believed to have been, acquired by
an unauthorised person. ‘Personal
information’ means the name of
the individual together with a
Social Security number, driver’s
licence or state identification card
or bank account, credit or debit
card number together with any
required security code. Where
these data are compromised,
businesses must provide written
notification to their customers
which, over time, has come to
mean all customers, whether
resident in California or not.
More than 30 states have enacted
similar laws. Although there is a
widespread security breach
notification obligation in the US,
the state by state nature of its
implementation leads to other
difficulties. US businesses in the
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It is clear
from
Nationwide
and Vodafone
that other
regulators
regard such
breaches as
serious and
will not
hesitate to
exercise their
existing
enforcement
powers

unfortunate position of having to
deal with a breach face the
challenge of co-ordinating their
response, taking into account the
differing (and sometimes
inconsistent) requirements of the
individual state laws. In the US, the
legislative focus is on enacting
federal legislation so as to bring
security breach notification
requirements onto a consistent
footing. In addition, the US Federal
Trade Commission recently
formed a new division, called the
Division of Privacy and Identity
Protection, to handle data security
and privacy issues.

Learning from the US
experience
We may not yet have a security
breach notification requirement in
Europe, but the topic is currently
under active discussion by
regulators. Irrespective of whether
the data protection regulators seek
to impose such an obligation, it is
clear from Nationwide and
Vodafone that other regulators
regard such breaches as serious and
will not hesitate to exercise their
existing enforcement powers.
Drawing on the US experience of
data breach notification and
bearing in mind specific criticisms
made by the FSA that Nationwide
was unprepared to deal with a
security breach, what steps should
UK and other EU businesses take
to prepare for such an incident?

The starting point is to undertake
a risk assessment of the
organisation’s systems and security,
and assess which systems present
the most significant risks to the
organisation, if breached. Security
procedures with respect to key
systems should be enhanced and
regularly monitored and assessed.
An Incident Response Plan should
also be devised to serve as an
action plan in the event of a
breach.

The Incident Response Plan

should deal logically with each
stage of a data breach incident,
including:

® engaging the incident response
team;

® determining whether and which
data may have been compromised;
@ dealing with the breach itself,
which may include fixing the
vulnerability or literally kicking the
intruder out of the system;

@ determining whether and, if so,
when and how staff, customers and
regulators should be told about the
breach;

@ testing the plan and ensuring
that staff members are trained to
follow it.

The existence of the plan and any
other security breach guidance
must be familiar to staff. The
incident response team should be
designated in advance and able to
implement the plan, should a data
breach occur.

The future

As for Nationwide, they have now
taken steps to deal with their
breach, apologised to customers
and reviewed their risk assessment
procedures. Yet they have learned
the hard way. Personal experience
of managing more than 60 security
breaches in the US suggests that
advance preparation is key to
dealing successfully with these
incidents. Once the breach occurs,
events move at lightning pace.
Under the full glare of the media
spotlight, one false step can destroy
attempts to contain these incidents.
Other European businesses should
consider themselves fortunate that
they still have an opportunity to
get their own house in order. If the
US experience is anything to go by,
this issue is unlikely to go away.

Bridget Treacy Partner (London)
Lisa Sotto Partner (New York)
Hunton & Williams
btreacy@hunton.com
Isotto@hunton.com
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