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By Lisa J. Sotto and Elisabeth M.
McCarthy

The U.S. privacy arena is a
minefield for employers. The
United States has no omnibus

employee privacy law. Instead,
employers are faced with a patch-
work of privacy laws that they must
piece together to avoid legal liability.
This article focuses on the key priva-
cy issues employers in the U.S. must
confront.

BACKGROUND SCREENING
According to a January 2004 survey

by the Society for Human Resource
Management, 82% of employers inves-
tigate the backgrounds of potential
employees. Employers conduct back-
ground checks on job applicants not
only to verify the candidates’ creden-
tials, but also to ensure workplace safe-
ty and avoid potentially devastating
financial and reputational harms asso-
ciated with negligent hiring, retention,
and supervision claims. It is significant-
ly less costly to conduct a thorough
background check on a job applicant
than to hire an employee with a histo-
ry of violence, sexual harassment, or
embezzlement. Conducting appropri-
ate background checks has reached a
new imperative since 9/11. This has
been further fueled by the corporate
scandals of 2002 involving companies
such as Enron and WorldCom.

Employers typically ask consumer
reporting agencies to assemble and
evaluate information about a job
applicant’s professional and personal
life. Certain jobs, such as those in the
banking, childcare, health care, air-
line, and trucking industries require
criminal background checks.

Many sources of information used
in background checks are public
records, including criminal, civil
court, bankruptcy, tax lien, profes-
sional licensing, workers’ compensa-
tion, and driving records. The Fair
Credit Reporting Act (“FCRA”) impos-
es restrictions on the inclusion of cer-
tain public records in background
screening reports. For example, for
positions with an annual salary of
less than $75,000, civil judgments and
paid tax liens cannot be reported in a
background screening report after 7
years, and bankruptcy filings cannot
be reported after 10 years. In addi-
tion, records relating to an individ-
ual’s arrest cannot be included in a
background check report after 7
years. A criminal conviction, howev-
er, may be reported indefinitely. To
the extent that an employer conducts
a background check internally, these
limitations do not apply. In the event
a consumer reporting agency errs
and includes in a report provided to
the employer information beyond the
applicable time limit, an employer
would not be precluded from consid-
ering such information.

A job applicant or employee back-
ground check may also include an
employment report from one or all
three of the credit reporting agencies
(Equifax, Experian, and TransUnion).
An employment report contains
information regarding an individual’s
credit payment history and other
credit habits, but does not include
the individual’s credit score or date of
birth. Employers often look at an
individual’s credit history as an indi-
cation of financial responsibility.

In addition, employers may seek to
obtain education records relating to
job applicants or current employees.

This type of information may include
dates of attendance at educational
institutions and degrees earned.
Employers seeking information from
education records, however, may be
restricted in gaining access to certain
records without authorization from
an adult-age student or parent due to
restrictions set forth in the Family
Educational Rights and Privacy Act.

Employers can also learn much
about job applicants and employees
by using an Internet search engine
like Google. Employers likely will be
able to determine information such
as an individual’s age, marital status,
house value (complete with an aerial
photograph), political affiliation,
liens, blog entries, and more.
Fair Credit Reporting Act and 
Fair and Accurate Credit 
Transactions Act of 2003

The FCRA was enacted in 1972 (and
amended in 1996) to promote the
accuracy, fairness, and privacy of per-
sonal information assembled by con-
sumer reporting agencies. The FCRA
allows consumer reporting agencies
to furnish an entity with consumer
reports only where the recipient has a
permissible purpose to use the
reports. Permissible purposes include
use for employment purposes or use
in connection with credit or insurance
transactions. The FCRA defines a
“consumer report” as “any written,
oral or other communication of any
information by a consumer reporting
agency bearing on a consumer’s cred-
it worthiness, credit standing, credit
capacity, character, general reputa-
tion, personal characteristics or mode
of living, which is used or collected in
whole or in part for the purpose of
serving as a factor in establishing the
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consumer’s eligibility for credit or
insurance to be used primarily for
personal, family or household pur-
poses; employment purposes; or any
other permissible purpose authorized
under 1681b.”

The FCRA does not require that
employers conduct background
checks, but establishes national stan-
dards that employers must follow
when screening potential employees
or investigating current employees
using consumer reports obtained
from consumer reporting agencies.

Under the FCRA, an employer
must disclose to the job applicant or
employee that the employer will be
retaining a consumer reporting agency
to prepare a consumer report on the
individual. This disclosure must be
on a stand-alone document and not
part of an employment application.
The employer must receive the indi-
vidual’s signed consent to the prepa-
ration of such a report prior to
requesting the report from the con-
sumer reporting agency.

If the employer uses information
contained in the consumer report for
an “adverse action,” such as failure to
hire or promote, rescinding an existing
job offer, or reassigning or demoting
an existing employee, where such
actions are based, in whole or in part,
on information contained in the
report, the employer must notify the
subject of the report prior to taking the
adverse action. This pre-adverse
action notice must include a copy of
the report and an explanation of the
individual’s rights under the FCRA.
After the adverse action occurs, the
employer must provide the individual

with an “adverse action notice.” This
notice would include the name,
address, and phone number of the
consumer reporting agency that pre-
pared the report and statements that 1)
the employer, and not the agency,
made the adverse decision regarding
the individual, 2) the individual has
the right to a free copy of the report,
and 3) the individual has the right to
dispute the accuracy or completeness
of the information contained in the
consumer report.

The FCRA permits an employer to
obtain a consumer report that has
information about an individual’s
“character, general reputation, per-
sonal characteristics and mode of liv-
ing” collected as a result of inter-
views with neighbors, friends, rela-
tives, associates or others as part of
an employment background check.
Such reports are “investigative con-
sumer reports.” When an employer
requests an “investigative consumer
report,” the FCRA requires that the
employer provide written notice to
the individual that the background
report will include interviews, pro-
vide the individual with a statement
of the nature and scope of the
requested report and the individual’s
right to request additional details
and, if requested, provide a written
notice informing the subject of the
report how to obtain a copy of his or
her file. The employer must certify to
the consumer reporting agency that
the employer has provided the prop-
er notice to the individual.

The FCRA also requires employers
to certify to the consumer reporting
agency that the employer 1) is
requesting the report for a legitimate
purpose (ie, investigation of a job
applicant or existing employee), 2)
has provided the employee or job
applicant or employee with the req-
uisite notice of the background
check, 3) has obtained written per-
mission from the employee or job
applicant to request the background
report, 4) will provide the applicant
or employee with a copy of the
report and written notice of the
applicant’s or employee’s rights prior
to taking an adverse action based in
whole or in part on information con-
tained in the background report, and

5) will use the background report
only for employment purposes. The
FCRA’s notice and consent require-
ments do not apply to employers that
conduct background checks internal-
ly rather than retaining a third-party
consumer reporting agency to do so.

Employers that fail to comply with
the FCRA’s requirements may be liable
to the individual that is the subject of
the consumer report for actual dam-
ages, litigation costs, attorneys’ fees,
and punitive damages. Employers also
may face criminal penalties for obtain-
ing a credit report under false pretens-
es. The FCRA authorizes the Federal
Trade Commission (“FTC”) to enforce
its provisions. The FTC may sue
employers for up to $2500 per viola-
tion of the FCRA.

A number of states have laws that
contain provisions similar to the fed-
eral FCRA. Several states, including
California and New York, have FCRA
analogues that regulate the use of
background screening for “employ-
ment purposes.” Most state ana-
logues provide protections similar to
those found in the FCRA. To the
extent an employer conducts back-
ground investigations in which it
requests credit reports, it should 1)
determine whether the relevant state
has an FCRA analogue, and 2) if it
does, comply with its requirements.

In 2003, the Fair and Accurate Credit
Transactions Act (“FACTA”) amended
the FCRA to establish standards for
“employee misconduct investigations.”
An “employee misconduct investiga-
tion” is an investigation of an employ-
ee which is conducted by a third party
that the employer hires if the employ-
er suspects the employee of work-
place misconduct or noncompliance
with federal, state, or local laws or reg-
ulations, pre-existing written policies
of the employer, or rules of a self-reg-
ulatory organization. FACTA exempts
from the definition of “consumer
report” communications made by a
third party to an employer in connec-
tion with an employee misconduct
investigation. Consequently, an
employer is not required to obtain an
employee’s consent before hiring a
third party to investigate employee
misconduct. If the employer decides
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to take an adverse action against an
employee following an employee mis-
conduct investigation, however, the
employer must give the employee an
“adverse action” notice after such
adverse action has occurred.

The employer must provide the
employee subject to the adverse
action with a summary of the investi-
gation report that resulted in the
adverse action. The employer is not
required to disclose the sources of
information for the report or the
identity of any witnesses. The inves-
tigation report must be kept confi-
dential and may only be disclosed to
the employer or the employer’s
agent, governmental authorities, and
the self-regulatory organization with
regulatory authority over the employ-
er or employee. FACTA does not per-
mit an employee who is subject to an
adverse action as a result of an inves-
tigation to dispute the findings con-
tained in the report.

DISPOSING OF EMPLOYEE

PERSONAL INFORMATION
FTC Rule on the Disposal of 
Consumer Report Information

In November 2004, the FTC issued
regulations requiring businesses to
properly dispose of consumer report
information. The rule, which became
effective on June 1, 2005, was
designed to help combat identity
theft resulting from the improper dis-
posal of information. The Disposal
Rule requires companies to take rea-
sonable steps to guard against unau-
thorized access to or use of consumer
report information in connection with
its disposal. It applies to any business
that maintains or otherwise possesses
“consumer information,” which is
defined as “any record about an indi-
vidual, whether in paper, electronic,
or other form, that is a consumer
report or is derived from a consumer
report ... [or] a compilation of such
records.” Because employers fre-
quently rely on consumer reports in
connection with employment deci-
sions, the Disposal Rule affects them.
Information that does not identify
individuals, such as aggregate or
blind data, is not covered by the rule.

The Disposal Rule requires cov-
ered entities to properly dispose of
consumer report information “by tak-
ing reasonable measures to protect
against unauthorized access to or use
of the information in connection with
its disposal.” “Disposal” includes:
• discarding or abandoning consumer

information; and
• selling, donating, or transferring any

medium, including computer
equipment, on which consumer
information is stored.
The rule does not define what is

“reasonable,” instead allowing for a
flexible standard that permits cov-
ered entities to determine what
measures are reasonable based on
the sensitivity of the information, the
costs and benefits of different dis-
posal methods, and relevant changes
in technology over time. The rule
includes specific examples of meas-
ures the FTC believes satisfy the
rule’s disposal standard. These exam-
ples, which are intended as guidance
and not as safe harbors or exclusive
methods for compliance, include:
• implementing policies and proce-

dures that require 1) the burning,
pulverizing or shredding of papers
containing consumer information,
and 2) the destruction or erasure of
electronic media containing con-
sumer information, so the informa-
tion cannot practicably be read or
reconstructed;

• after conducting due diligence of the
disposal company (which due dili-
gence could include conducting an
independent audit of the compa-
ny’s operations, obtaining refer-
ences, or requiring that the dispos-
al company be certified), entering
into a contract with the disposal
company to dispose of consumer
information in a manner consistent
with the disposal rule;

• for disposal companies, implement-
ing policies and procedures that
protect against unauthorized or
unintentional disposal of consumer
information, and disposing of such
information in accordance with the
first example set forth above; and

• for entities subject to the Gramm-
Leach-Bliley Act’s Safeguards Rule,
incorporating the proper disposal
of consumer information as

required by the disposal rule into
the information security program
required by the Safeguards Rule.

State Records Disposition Laws
Several states also have laws that

address the disposition of records
containing personal information.
Employers should determine whe-
ther the state in which they conduct
business has enacted such a law and,
if so, be sure to comply with its
requirements.

SOCIAL SECURITY NUMBER LAWS
Social Security Numbers (“SSNs”)

were initially issued by the federal
government for the purpose of admin-
istering Social Security programs. Over
time, however, many businesses have
taken to using SSNs as unique identi-
fiers for individuals. As a result, SSNs
have become a widely used device for
managing employee files, medical
records, health insurance records,
credit and bank accounts, and educa-
tional records. In addition, SSNs are
frequently printed on licenses and
identification cards.

Limiting the widespread use of
SSNs has become a major focus of
state legislators seeking to curb iden-
tity theft. In an attempt to limit access
to SSNs by unauthorized individuals,
many states have enacted laws that
limit their use or require that SSNs be
redacted. At the end of 2005, at least
25 states had enacted laws restricting
the use of SSNs.

At least 13 states prohibit printing an
individual’s SSN on any card required
for the individual to receive products
or services provided by the person or
entity issuing the card. Eight states
prohibit printing SSNs on materials
that are mailed to individuals unless
otherwise required by federal or state
law. A couple of states have chosen to
allow redacted SSNs to be used in cer-
tain circumstances. A recent law enact-
ed in California requires employers,
by Jan. 1, 2008, to use no more than
four digits of an employee’s SSN on
checks or vouchers. As of Jan. 1, 2006,
health insurance carriers in
Washington state are prohibited from
displaying on identification cards
more than any four-digit portion of the
subject person’s SSN. Delaware pro-
hibits health insurers from using SSNs

continued on page 4

Workplace Privacy
continued from page 2



  

�
Internet Law & Strategy ❖ www.ljnonline.com/alm?net4 May 2006The Privacy & Data Protection Legal Reporter ❖ www.ljnonline.com/alm?privacy

entirely as identification numbers on
health insurance cards.

To date this year, at least 38 states
have introduced additional legislation

restricting the use of SSNs. More states
likely will follow with similar legisla-
tion. Employers should understand
how their organization uses its employ-
ee SSNs and remain vigilant about the
impact of evolving legal requirements.

Next month’s installment will dis-
cuss the Health Insurance Portability
and Accountability Act of 1996;
information security; and monitor-
ing employee telephone, e-mail, and
Internet use.
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