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ACXIOM AND HUNTON & WILLIAMS (AND OTHERS) 

RESPONSE TO THE MINISTRY OF JUSTICE’S “CALL FOR EVIDENCE ON THE CURRENT 
DATA PROTECTION LEGISLATIVE FRAMEWORK” 

 

BACKGROUND  

1. This response is submitted by Acxiom and Hunton & Williams, acting as secretariat for a 
group of interested organisations, including those listed at Appendix A, (together, the 
“Group”) that met on 29 July 2010 (the “Meeting”) to discuss the Ministry of Justice’s 
(“MoJ”) Call for Evidence1.  This response summarises the views expressed by the Group 
as a whole.  Individual organisations within the Group may not agree with all of the 
comments contained within this response.  

2. Personal data are vital to the businesses of all Group members, of which is each 
committed to using personal data in a fair and responsible manner.  It is for this reason 
that the Group members chose to meet to discuss the MoJ’s Call for Evidence and to 
submit this response. 

ABOUT ACXIOM AND HUNTON & WILLIAMS  

3. Acxiom is a global leader in interactive marketing services and helps clients connect with 
their customers and align their communications behind a customer-centric approach to 
business. Data is central to the Acxiom offering – collecting and processing millions of 
records makes the issues of privacy and data protection crucial to the business.  In 
addition, providing thought leadership and privacy education to clients and regulators 
enhances Acxiom’s business offering. 

4. Hunton & Williams is an international law firm with 19 offices worldwide and over 1,000 
lawyers.  Data protection and privacy is a key practice area for the firm which has gained 
international recognition for innovative thinking and thought leadership on privacy and for 
creating practical solutions to address complex privacy issues.  The recent arrival of 
Richard Thomas, CBE as an advisor to the Centre for Information Policy Leadership at 
Hunton & Williams, demonstrates the firm’s leadership in privacy and data protection. 

CONTEXT 

5. The European Commission is in the process of reviewing the Data Protection Directive2 
(the “Directive”) with a view to introducing legislative changes.  Key decision makers in 
Europe have indicated that such reforms are high on the policy agenda.  In anticipation of 
reform of the Directive, the MoJ has published a Call for Evidence to provide the UK 
Government with strong arguments and evidence on the operation of the current data 
protection framework in the UK.  

EXECUTIVE SUMMARY 

6. The fundamental principles of the Directive remain sound but the overly bureaucratic 
manner in which many of them are reflected in local law renders data protection regulation 
in Europe unnecessarily complex and, in some cases, ineffective.  Increasingly, there is a 
sense that certain requirements of the Directive, as implemented by local law, are no 
longer “fit for purpose”.  In the UK, the Directive has been implemented and interpreted in 

                                             
1 Representatives from a number of other organisations also attended, but wish to remain anonymous.   
2 European Union Directive 95/46/EC (Data Protection) 
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a more pragmatic (and sometimes controversial) way.  UK organisations have benefited 
from this pragmatism, yet the vast majority still strive to implement sound data protection 
processes, recognising that customers, staff and other individuals demand the substance 
of protection regardless of the detail of the precise legal requirements.  While there is 
much to commend in the UK approach, there are some areas that would benefit from 
change.  In particular, the Group submitting this paper would welcome: 

(i) Simplified Notification Procedures - preferably operating on a pan-European 
basis with simplified notification requirements, or an obligation on the data 
protection officer (if applicable) to maintain an appropriate summary of data 
processing activities.   

(ii) Simplified International Data Transfer Mechanisms - this is a priority for reform 
as the present arrangements are woefully inadequate to accommodate the 
everyday reality of global data flows and the widespread development of cloud 
based processing.  Model clauses are often inappropriate for complex and/or 
multiple data flows.  Safe Harbor is limited to transfers between the U.S. and 
Europe and only to those who are registered as Safe Harbor certified.  Binding 
Corporate Rules ("BCRs") are an effective instrument for the management of 
international data transfers, but have become mired in bureaucracy.  The concept 
of a new binding global code, incorporating the elements of a checklist approved 
by the Article 29 Working Party, but without the need for the code to be negotiated 
and approved by individual DPAs, might provide a new way of regulating 
international data flows, while encouraging sound data protection compliance more 
generally.  

(iii) Accountability - in line with the recommendations of the Article 29 Working Party 
paper published on 13 July 2010, data controllers should be held to account for the 
way in which they comply with their obligations under data protection laws.     Re-
focusing the role of the regulator from ex ante to ex post supervision would enable 
regulators to target their intervention to ensure more effective supervision of the 
organisations that flout data protection laws.  The majority of organisations that 
seek to be compliant would be encouraged to continue their efforts.  In some 
respects, this is a natural extension of the approach to regulation adopted in the 
UK.  Such an approach may also generate greater trust in organisations’ data 
processing arrangements and reduce the burden on those data controllers who 
take data protection seriously and can demonstrate that they are accountable.  

RESPONSE 

In responding to the Call for Evidence, the Group chose to respond to four groups of 
questions proposed by the MoJ.  It has not responded to questions A (Definitions), B 
(Data Subjects’ Rights) or F (Exemptions Under the DPA).  

While the Group has chosen not to respond formally to question A (Definitions), several 
members of the Group felt that the current definitions of “Controller”, “Processor” and 
“Personal Data” were difficult to interpret in light of technological developments and 
increasingly collaborative processing.  These definitions would benefit from further 
clarification. 

C.  OBLIGATIONS OF DATA CONTROLLERS (QUESTIONS 23 -27) 

Question 23:  Is there any evidence to support a requirement to notify all or some data 
breaches to data subjects? 

7. Despite the considerable efforts of organisations to ensure that data are appropriately 
safeguarded and held securely, data breaches may nevertheless occur due to human 
error or malicious intent.  The volume and sensitivity of the data impacted by a breach will 



FINAL DRAFT  Private & Confidential 
 

-3- 

vary in each case, and the particular circumstances of the breach will often determine 
whether individuals are likely to suffer harm.  Given that no two breaches are the same, 
the mandatory reporting of all breaches, without regard to the likely impact on affected 
individuals, is wasteful and counterproductive.  The Group supported the notification of 
certain breaches to individuals, but rejected any proposal for mandatory notification of all 
breaches. 

8. The Group supported the practice of notifying individuals where a breach directly affects 
those individuals with a real risk of significant harm.  There was strong support for the 
current approach of the Information Commissioner’s Office which requires organisations to 
report breaches involving large volumes of data, particularly sensitive data, and data 
breaches where there is a real likelihood of harm to an individual.  Some in the Group 
suggested that data controllers should only be required to notify affected individuals where 
those individuals are likely to be able to take positive steps to mitigate the effects of the 
data breach.  

9. The Group was united in its view that organisations should not be required to notify all 
breaches to all data subjects, as a matter of course, but that a degree of proportionality is 
required.  Some participants pointed to the experience of the U.S. regime where 
mandatory notification has resulted in “notification fatigue”.  Many individuals in the U.S. 
simply ignore breach notices, rendering them largely ineffectual.  Hunton & Williams has 
extensive experience of mandatory breach requirements in many U.S. States and would 
be happy to share with the MoJ examples of both effective and excessive requirements.  
Other participants pointed to the substantial cost of breach notices (discussed further in 
response to Question 24.).  Where the breach is trivial, or unlikely to result in harm to 
individuals, notification can be an expensive waste of resources, with the cost ultimately 
passed on to the consumer.   

10. The decision to notify individuals should be made by the data controller, not by the 
Information Commissioner.  Organisations are acutely aware of the reputational harm that 
may result generally from a breach.  That harm may be greater where organisations fail to 
be transparent in handling a breach.  The potential impact upon reputation acts as a 
useful check in this regard, and organisations tend to make sensible decisions about 
notification, aware of the fact that the organisation will likely suffer greater damage to 
reputation if it does not deal with the breach in a sensible and proactive manner..  There is 
a role for the Information Commissioner in providing guidance to those organisations that 
may require assistance, but it is not a productive use of the Information Commissioner’s 
resources to require the Commissioner to determine in every case whether individuals 
should be notified about a breach.  It would, however, be useful to have further guidance 
from the Information Commissioner on when notification is expected. 

Question 24:  What would the additional costs involved be?  

11. The additional costs associated with mandatory notification of all breaches would be 
significant.  The cost of notifying a data breach includes more than the cost of drafting and 
disseminating the notice to individuals.  The cost of drafting the notice itself can be 
significant.  Usually lawyers are involved, together with IT security staff, corporate 
communications experts, business leaders and, increasingly, senior management.  In 
addition to the notice, fact sheets must be prepared for front line staff who will deal with 
follow up inquiries.  In the case of large breaches, additional call centre staff may be 
deployed to manage dedicated telephone lines.  Staff will need to be trained.  The cost of 
managing the notification process is in addition to the cost of investigating and managing 
the breach itself.  The costs of managing the breach itself will be significant and typically 
include identifying and closing the source of the breach, liaising with stakeholders, the 
police and regulators, PR initiatives to mitigate the likely negative publicity, and ensuring 
that subsequent breaches are prevented.  In addition, dealing with a breach diverts 
management time away from other business issues which may result in further costs, 
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potential damage to the business and delay to other projects. According to a study 
conducted by The Poneman Institute in 20093, each lost record cost UK organisations an 
average of £64 in 2009, with the average cost to private sector firms being £69 per record, 
compared to £59 in the public sector.  The report further indicated that the most costly 
breaches, at an average of £81 per record, were those involving third-party processors.  
The Group was of the opinion that where a breach is trivial, or where there is a low 
likelihood of harm to individuals, these costs are wasteful.  

12. The current cost estimates reported by the media detailing data breaches do not generally 
reflect the experience of the Group, which considered the real costs to be considerably 
higher.   

Question 25:  Is there any evidence to suggest that data controllers are routinely notifying 
data subjects where there has been a breach of security? 

13. The Group is not aware of any evidence to demonstrate that controllers routinely notify 
data subjects of data breaches.  Organisations carefully consider whether to notify on a 
case by case basis; however, companies have different approaches and some may be 
more or less conservative than others when deciding whether to notify individuals in 
specific circumstances.  

Question 26:  Do you have evidence to suggest that other forms of processing should also 
be exempt from notification to the ICO? 

14. The Group did not identify any additional forms of processing that should be exempt from 
notification but noted that many organisations do not take full advantage of the existing 
exemptions.  Some organisations consider that there is benefit in appearing in the 
searchable on-line register of data controllers; others are unsure of the scope of the 
exemptions (e.g., the marketing exemption given that data processing activities 
increasingly involve behavioural targeting activities).  Given the possibility of a criminal 
sanction for failing to notify where required, many organisations err on the side of caution 
and notify.   

Question 27:  Do these current exemptions to notification strike the right balance between 
reducing burdens and transparent processing? 

15. The current exemptions are too narrow and would benefit from being broadened to 
include other routine processing activities.  That said, the notification procedure is not 
unduly burdensome in the UK as compared to other Member States.   

16. The Group advocated the implementation of a simplified central notification system across 
the EU to enable a multinational organisation to submit a single notification to a central EU 
body. Under the central notification system each Member State would receive their 
relevant notification fee.  There appears to be no clear purpose for detailed notification as 
details about the processing will generally be communicated to data subjects through 
Privacy Notices and Terms & Conditions.  Only minimal details (e.g. name, address and 
data protection contact’s details) should be required for notification. This would enable 
data protection authorities and data subjects alike to contact the person responsible for 
data protection within an organisation. 

17. Although the UK’s notification requirements are not considered to be burdensome, the 
same cannot be said for most other Members States. The burden lies in (i) the complexity 
of the requirements in many Members States; (ii) the need to notify separately in up to 27 
jurisdictions; and (iii) the need to understand and comply with all the different Member 
States’ requirements. There is a danger that further changes to exemptions could make 

                                             
3 http://www.pgp.com/insight/research_reports  
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matters worse rather than better. Whether or not a central system can be achieved, there 
is merit in switching to a registration system where little more than corporate contact 
details need to be filed. This would provide regulators with (i) sufficient detail to take 
enforcement action where needed; (ii) a channel of communication for guidance and 
educational materials; and (iii) fee income to meet the cost of discharging their 
responsibilities.    

D.  POWERS AND PENALTIES OF THE INFORMATION COMMISSIONER - QUESTIONS 28-
29 

Question 28:  What evidence do you have to suggest the Information Commissioner’s 
powers are adequate to enable him to carry out his duties? 

18. The Information Commissioner’s new power to impose monetary penalties is one of a 
number of efficient deterrents.  The fact that monetary penalties can be imposed may help 
to focus attention on data protection risk within organisations and is sometimes helpful to 
data protection officers in raising the profile of data protection and privacy issues 
internally.  Fines should be reserved for the most serious of data breaches, but those 
breaches should be publicised.  

19. A few members of the Group considered that the maximum cap on monetary penalties is 
too low and that the cap should be higher.  Some commented that the relatively low cap 
may lead some organisations simply to accept the risk of incurring a fine.   

20. On balance, it is difficult to know how successful the new monetary penalty will be until the 
power is exercised.  The Group noted that the Information Commissioner continues to 
agree undertakings with organisations following data breaches, rather than impose 
monetary penalties.  That said, fines are a somewhat blunt instrument, so it is helpful that 
the ICO has a range of remedies appropriate to the circumstances.   

21. Adverse publicity for poor data protection practices or data breaches was widely regarded 
as the most effective regulatory tool.  

22. The Group favoured criminal sanctions against individuals for serious breaches of the 
Data Protection Act 1998 (the “Data Protection Act”), particularly those where the data 
controller is the victim of the illegal activity as much as the data subject(s).  The Group 
was in favour of a custodial sentence for Section 55 offences, particularly as organisations 
are often limited in their ability to deal effectively with rogue employees.    

23. In relation to voluntary audits, the Group felt that the Information Commissioner’s right to 
seek a warrant for inspection of data processing activities was sufficient.  The Group did 
not favour a wholesale extension of audit rights to the private sector, although there was 
support for an audit right following a serious breach of data protection requirements.  Care 
would be required, however, to guard against “fishing expeditions”. 

24. The overall conclusion of the Group was that whilst the Information Commissioner’s 
powers are adequate to enable him to carry out his duties, the exercise of those powers 
should be kept under review.    

Question 29:  What, if any, further powers do you think the Information Commissioner 
should have to improve compliance? 

25. Many in the Group were of the view that the introduction of a custodial sentence for 
breaches of Section 55 of the Data Protection Act is overdue.    

Question 30: Have you had any experience to suggest that the Information Commissioner 
could have used additional powers to deal with a particular case? 
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26.  No.  The Group was generally pleased with how the Information Commissioner has dealt 
with cases.   

E.  THE PRINCIPLES - BASED APPROACH (QUESTIONS 31- 35) 

Question 31: Do you have evidence to suggest the current principles-based approach is 
the right one? 
 
27. Generally, the Group endorsed the principles-based approach to data protection 

regulation.  It is widely accepted both within and beyond the EU.  The key benefit of this 
approach lies in its flexibility.  The Group also discussed whether a risk and harm based 
approach might be appropriate in light of the growing challenge of global technology, but 
acknowledged that such an approach would be difficult to enforce. 

28. In addition, the Group considered that aspects of the Data Protection Act would benefit 
from clarification.  There is a dearth of UK case law on data protection issues.  The 
guidance issued by the Information Commissioners’ Office is helpful, but is sometimes too 
generic.  Specific examples that reflect the complexity of the real world would assist.   

29. One area singled out by participants for comment is the challenge of complying with the 
first principle of the Data Protection Act (i.e., that data must be processed fairly and 
lawfully).  The Group considered it a challenge to provide meaningful “fair processing” 
information.  One participant suggested that certain types of processing purposes should 
be assumed, and that organisations should focus on providing information about 
exceptional processing activities, such as those that may be considered harmful or 
unexpected by the data subject.  A similar approach would be based on the “reasonable 
expectations” of the data subject.  This would encourage meaningful information to be 
provided by the organisation (content, style, format and “just in time”) and may help to 
resolve the “consent” issues - see below at paragraphs 30-41. 

30. There was also support for EU and UK data protection legislation to focus on the 
accountability of the data controller.  This approach envisages data controllers retaining 
flexibility in terms of how they discharge their obligations under the Data Protection Act to 
comply with the eight principles, but requires them to be able to demonstrate how they 
achieve legal compliance.  This approach would encourage (but not require) organisations 
to adopt “bespoke” data protection programmes which tailor their business models to the 
principles, but do not impose prescriptive and bureaucratic requirements of little practical 
value.  It is, however, important that if the concept of accountability is introduced into EU 
and UK data protection legislation, data protection authorities allow data controllers to 
exercise their judgment in achieving legal compliance.  There is a risk that accountability 
might otherwise result in data protection authorities simply imposing additional ex ante 
checks. An accountability principle could be used to target enforcement against those who 
are unable to demonstrate any attempt at compliance.  The Centre for Information Policy 
Leadership, a think tank associated with Hunton & Williams, has led the so-called 2009 
Galway and 2010 Paris projects on accountability and would be pleased to provide further 
details4.  The report of the Paris project will be published in Autumn 2010.  

Question 32: Do you have evidence to suggest that the consent condition is not adequate? 

31. The Group considered that consent, as a condition for fair and lawful processing, is 
difficult to use in practice.  Few organisations in the Group rely on consent as their primary 
basis for processing, preferring instead to rely on contract fulfilment or legitimate interests.   

                                             
4 The Galway project paper can be viewed at the following webpage: 
http://www.huntonfiles.com/files/webupload/CIPL_Galway_Accountability_Paper.pdf  
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32. One member of the Group relies on consent as the primary condition for processing data.  
The organisation collects fully informed and freely given consent from individuals at the 
point at which they complete online lifestyle surveys or customer satisfaction 
questionnaires.  A short privacy notice is used before data are collected to inform the 
individual about how the data will be used and with whom it will be shared.  In addition, 
the individual is provided with a link to a full privacy policy where further information is 
available, together with clear details of how to unsubscribe.   

33. Another member of the Group reported that their organisation used the consent condition 
routinely for customers, employees and suppliers and that it was their preferred condition 
for processing.  The main areas where the organisation do not rely on consent are where 
it is difficult or impractical to obtain consent or where there is an exemption from 
requirements for consent (e.g. prevention and detection of crime or tipping off). 

34. There are numerous complexities with consent.  There is no definition of “consent” in the 
Data Protection Act. The definition contained in the Data Protection Directive,5 that 
consent must be freely given, specific and informed, is generally followed but, in practice, 
it can be difficult to satisfy these criteria.  Sometimes the circumstances of the collection, 
or the technology used, make it challenging to provide sufficient details of the proposed 
processing.  In other cases, the mechanism used to signify consent may be challenging.  
For example, not all organisations are able to use the conventional tick box.  Further, 
given that consent may be withdrawn at any time, several members of the Group felt that 
it was frequently impractical as a basis for processing in a commercial context.   

35. In practice, many organisations rely on contract fulfilment or legitimate interests as a basis 
for their processing activities.  On occasion, this leads to confusion where individuals 
consider that they must be asked for their consent.  The Group emphasised the need for 
transparent, appropriate “fair processing” notices, rather than undue focus being placed 
on consent.   

36. Overall, the Group acknowledged that consent is sometimes the only legitimate basis for 
processing personal data, but that its usefulness is limited and that this should be 
reflected in the Data Protection Act.  If, however, the concept of “reasonable expectations” 
were to be introduced, that would more sensibly allow consent to provide the basis for 
data processing in cases going beyond such expectations - e.g., for novel, unusual, 
sensitive or controversial situations.  This could be linked to a much clearer elaboration of 
legitimate interests.  Further, it would be useful to have guidance from the Information 
Commissioner on the concept of “reasonable expectations” if this is introduced. 

Question 33: Should the definition of consent be limited to that in the EU Data Protection 
Directive i.e. freely given, specific and informed? 
 
37. The failure to define consent in the Data Protection Act can be problematic for 

organisations.  Generally, organisations turn to the definition in the Data Protection 
Directive and to the guidance issued by the Information Commissioner’s Office.  The 
Directive does not specifically address the issue of implied consent, which in some 
circumstances may satisfy the requirements of “freely given, specific and informed”.  The 
Group considered that the issue of implied consent should be specifically addressed, for 
example, where a controller had been transparent in its fair processing notice.  

Question 34: How do you, as a data controller, approach consent?  

38. For the reasons discussed in response to Question 32, the majority of the Group did not 
rely on consent as a basis for processing personal data, instead they preferred to rely on 
the legitimate interests or contract fulfilment conditions 

                                             
5 Article 2(h) European Union Directive 95/46/EC (Data Protection) 
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39. One participant provided an overview of the consent mechanisms used within their 
organisation.  As a consumer-facing organisation, they seek to be as transparent as 
possible with their practices.  The member uses mechanisms which allow individuals to 
consent to different types of marketing via different communication channels.  

40. Another participant uses multiple layers of consent and captures the changes in consents 
so that they can be administered through a single system of record, with logical 
segmentation of data by jurisdiction and business segment. 

Questions 35: Do you have evidence to suggest that data subjects do or do not read fair 
processing notices? 

41. The overwhelming experience of the Group was that data subjects generally do not read 
fair processing notices.  One member referred the Group to research evidence presented 
in the Rand Report 20096 that suggested that fair processing notices do not work.  
Another, whose organisation retains statistical records of click-through rates to its online 
privacy policy, commented that its click-through rates are very low.  

42. The majority of the Group felt that organisations should only be required to provide 
individuals with key information.  Some referred to a practice of providing key information 
at the point of collection with an opportunity to seek additional information if desired (e.g. 
by a link to a privacy notice).  

43. One participant questioned whether the UK should implement a standard “off the shelf” 
style of privacy policy, to be used in a similar way to model clauses. If a standardised 
approach is used, individuals would become accustomed to the way this information is 
made available to them. Individuals would know what to look for when shown the 
standardised style and would, therefore, be able to make efficient, informed decisions 
about the processing of their data.  Again, this would focus everyone’s attention on 
unusual or sensitive situations. 

G. INTERNATIONAL TRANSFERS (QUESTIONS 38 AND 39) 

Question 38: What is your experience of using model contract clauses with third 
countries? 

44. In general terms, model contracts can provide a straightforward means of satisfying the 
adequacy requirement of the eighth principle for data transfers from the UK.  In particular, 
the Information Commissioner does not require overly detailed descriptions of data flows 
and processing activities, nor is there any requirement to file the clauses with the 
Information Commissioner.  This approach is welcome.  Unfortunately, these benefits are 
lost where data flows involve other EU Member States that have imposed additional filing 
or notification requirements, or require the clauses to contain detailed descriptions of data 
processing activities, descriptions of individual databases or, in some cases, the physical 
location of individual CCTV cameras.   

45. There are a number of problems inherent in the clauses themselves.  Perhaps the key 
issue is that the clauses assume that international data transfers are “point-to-point” 
transfers.  Many organisations operate virtual global databases that facilitate simultaneous 
access to data from around the globe.  The data is never at rest in any one location, but 
will shift to the location where it is required for each task.  Dealing with such data transfers 
using model clauses is complex and cumbersome, not least because the entities may well 
act as both controller and processor.  Third parties may also be involved in supporting 

                                             
6 The Rand Report can be viewed at the following webpage: 
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/review_of_eu
_dp_directive.pdf  
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global databases, with aspects of the services sub-contracted to other data processors in 
multiple physical locations.  These sub-contractors may operate their own versions of 
virtual global databases, often on a dynamically allocated, minute by minute, schedule 
when capacity is at a premium and processing needs to take place at low peak times, or 
take advantage of different time zones.  The number of sets of model clauses that such a 
project requires, and the numerous signatures that will need to be collected, results in an 
overwhelming logistical exercise for many corporate groups.   

46. To add to this complexity, where the data processing utilises cloud-based technology, it is 
sometimes difficult to describe where the data processing will take place.  Usually data will 
be processed across a wide range of servers which have capacity for processing at 
certain key instances and are linked virtually.  The servers may be in separate countries 
and provided by a range of group companies as well as selected third party partners.  
Processing would shift dynamically between such servers, on a second by second basis, 
to ensure maximum utilisation of the servers’ capacity.  In the Group’s experience, only a 
few cloud computing service providers specify that the data will only be processed within 
the EU.  This often renders it challenging to identify where the data will be processed, and 
to identify relevant sub-processors.   

47. The Group’s experience of negotiating model clauses with processors in third countries 
was mixed.  Many still find that data processors in third countries are reluctant to 
recognise the model clauses or to accept the liability provisions.  

48. A further difficulty that is highlighted by the use of model clauses is the need to determine 
whether a particular entity is a controller or a processor.  Generally, the definitions of data 
controller and data processor are unhelpful.  In practice, responsibilities for data 
processing are often split between data controllers and processors.  A member of the 
Group commented that this lack of clarity can make it difficult in practice to know which set 
of model clauses to use.   

49. The Group felt that it would be extremely difficult, if not impossible, for many small 
organisations to comply with the model clauses. 

Question 39: Do you have evidence to suggest that the current arrangements for 
transferring data internationally are effective or ineffective? 

50. Each of the current arrangements for sharing data internationally has its own limitations: 

(i) The adequacy decisions made by the European Commission are helpful in theory 
but of limited practical usefulness because so few jurisdictions have satisfied the 
adequacy test. 

(ii) Safe Harbor was widely supported by the Group as an effective mechanism for 
transfers to registered U.S. companies.  The key drawbacks with Safe Harbor are 
that it is limited to the companies in the U.S. that have registered and that certain 
important sectors (e.g., financial services) are excluded.  Many companies use 
Safe Harbor in conjunction with model clauses as a basis for their global data 
transfers and there appears to be a growing use of Safe Harbor overall.  Several 
participants urged caution with Safe Harbor, noting that its scope is sometimes 
misunderstood.  Several had found that a vendor’s Safe Harbor certificate only 
related to the processing of the vendor’s own HR data; not the processing of third 
party or customer data.  Further, even if an entity is Safe Harbor registered, care 
must be taken to ensure that the registrant also has a compliance programme in 
place to meet these obligations.  Other participants expressed concern that the 
ease of using Safe Harbor is being undermined by other EU DPAs questioning the 
mechanism and/or requiring additional due diligence to be carried out prior to 
transferring data in reliance on Safe Harbor.  
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(iii) Model Clauses - please refer to the response to Question 38. 

(iv) The Group was supportive of the concept of Binding Corporate Rules (“BCRs”) as 
the most promising mechanism for global data flows, but considered BCRs to be 
prohibitively expensive and time-consuming for the majority of companies.  The 
time and cost of navigating the approval process were the main reasons members 
of the Group gave for their reluctance to pursue a BCR.  The Group was surprised 
to learn that only 20 to 30 BCR's have been approved across Europe, yet there are 
approximately 81,000 multi-national organisations operating within Europe. 

51. The Group would welcome a much simplified approach to BCRs, probably without the 
unrealistic need to seek prior approval from the data protection authorities.  This might 
involve a global code for data processing activities, based on global data protection 
standards, applicable to every subsidiary in every jurisdiction.  The International Data 
Protection Standards adopted in Madrid in November 2009 would provide a good starting 
point for this.  A company’s code would be drafted at a high level, with details reflected in 
local policies that comply with local law requirements.  Based upon the Accountability 
approach - so that the company would publically bind itself to its own Code, with any non-
fulfilment challenged and remedied - the code would then provide a valid basis for 
international data transfers.   

52. On a point of detail, the Group considered that the discretion contained in Schedule 1, 
Part II, paragraph 13 of the Data Protection Act for UK controllers to make an adequacy 
determination, without requiring the approval of the Information Commissioner, is 
extremely helpful and should be retained.   

CONTACTS 

53. Acxiom and Hunton & Williams have acted as the secretariat for the organisations that 
participated in this discussion.  Please feel free to contact either Neil Matthews at Acxiom 
at neil.matthews@acxiom.com or Bridget Treacy at Hunton & Williams, phone 020 7229 
5731; email: btreacy@hunton.com.  
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APPENDIX A - LIST OF PARTICIPANTS 

 

• Acxiom (Host) 

• Barclays Bank 

• BT  

• Dell Corporation  

• The Direct Marketing Association UK 

• Everything Everywhere 

• Fujitsu 

• GE Capital 

• Hunton & Williams (Host) 

• ICICI Bank 

• IMS Health 

• Lockton 

• 192.com 
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