
Reproduced with permission from World Data Protection Report, null, 11/26/2014. Copyright � 2014 by The Bu-
reau of National Affairs, Inc. (800-372-1033) http://www.bna.com

EU Privacy Regulators Call for Clarification of
Consequences of ECJ’s Invalidation of Data
Retention Directive
By Claire François, of Hunton & Williams LLP, Brussels.

On September 5, 2014, the EU Article 29 Data Protec-
tion Working Party, composed of representatives of EU
data protection authorities (‘‘Working Party’’), pub-
lished a statement1 on the April 8, 2014, judgment2 of
the Court of Justice of the European Union (‘‘ECJ’’) in-
validating the EU Data Retention Directive (2006/24/
EC) (‘‘Data Retention Directive’’)3 (see analysis by the
author at WDPR, May 2014, page 9).

Not surprisingly, the Working Party welcomed the
ECJ’s judgment, but urged EU member states and the
European Commission to take action to provide clear
guidance on the consequences of the ECJ’s judgment
for national data retention laws and practices in the
European Union (‘‘EU’’).

This article outlines the Working Party’s statement and
the context in which it was issued, and discusses its po-
tential implications for telecommunications service
providers’ data retention obligations.

Background

By way of background, the Data Retention Directive re-
quired EU member states to ensure that providers of
publicly available electronic communications services
or public communications networks (‘‘telecommunica-
tions service providers’’) collect and retain traffic and

location data specified in the Data Retention Directive
for the purpose of investigating, detecting and pros-
ecuting serious crimes, as defined by national law.4

The data had to be retained for a minimum of six
months and a maximum of two years.5

The validity of the Data Retention Directive had raised
doubts in many quarters, until the High Court of Ire-
land and Austria’s Constitutional Court referred ques-
tions to the ECJ for a preliminary ruling.

In its judgment, the ECJ followed the December 2013
opinion of the Advocate General6 (see analysis by the au-
thor at WDPR, February 2014, page 23) and considered
that the obligation imposed on telecommunications
service providers to retain traffic and location data, as
well as the access of the competent national authorities
to such data, constitutes a ‘‘wide-ranging and particu-
larly serious interference’’ with the rights to privacy
and the protection of personal data guaranteed by the
EU Charter of Fundamental Rights (‘‘EU Charter’’).7

The ECJ recognized that the Data Retention Directive
serves a legitimate objective of general interest (i.e., the
fight against serious crime and, ultimately, the safe-
guarding of public security). However, the ECJ found
that the interference with the rights to privacy and pro-
tection of personal data was not properly circum-
scribed by provisions to ensure that it was limited to
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what was strictly necessary. In short, the ECJ found that
such interference was not proportionate and, thus, by
adopting the Data Retention Directive, the EU legisla-
ture did not meet the principle of proportionality as laid
down in the EU Charter.

In light of the foregoing, the ECJ declared the Data Re-
tention Directive invalid. However, contrary to what the
Advocate General had recommended, the effect of the
ECJ’s judgment applied with immediate and even retro-
active effect, as if the Data Retention Directive had never
existed.

Statement of the Working Party

In its statement, the Working Party recalled in substance
the findings of the ECJ, and that such findings echo sev-
eral of the concerns the Working Party had already
raised. As noted above, not surprisingly, the Working
Party welcomed the ECJ’s judgment.

Surprisingly, the Working Party emphasized that the

ECJ’s judgment was also motivated by the fact

that the Data Retention Directive did not require

that data be retained within the EU.

Surprisingly, however, the Working Party emphasized
that the ECJ’s judgment was also motivated by the fact
that the Data Retention Directive did not require that
data be retained within the EU. According to the ECJ’s
judgment, data should be retained within the EU to fully
ensure that the control of compliance with the data se-
curity requirements is carried out by an independent au-
thority on the basis of EU law, i.e., by an EU indepen-
dent authority.

At a time when Russia’s new localization requirements8

(see analysis at WDPR, October 2014, page 9) are much de-
bated, this emphasis is quite surprising, because any re-
quirement that data be stored in the EU is difficult to
reconcile with the EU rules on international data trans-
fers. According to Articles 25 and 26 of the EU Data Pro-
tection Directive (95/46/EC),9 personal data may be
transferred to, and thus stored in, a country outside the
EU if that country ensures an adequate level of data pro-
tection or if one of the derogations listed in Article 26
of the Data Protection Directive applies. However, the
Working Party did not elaborate on that in its statement.

The statement went on to specify that the ECJ’s judg-
ment does not directly affect the national measures
based on the invalidated Data Retention Directive. In
other words, the national data retention laws remain in
force and may still be maintained on the basis of Article
15(1) of the EU e-Privacy Directive (2002/58/EC).10

That provision gives member states the possibility to ex-
ceptionally introduce data retention schemes in the
electronic communications sector. However, as recalled
by the Working Party, such data retention schemes must

comply with the EU Charter and general principles of
EU law as interpreted by the ECJ, i.e., with the ECJ’s
judgment.

Consequently, the Working Party urged member states
to evaluate the consequences of the ECJ’s judgment on
their national data protection laws. It also urged the
competent EU institutions to do the same as regards
other data retention measures in the EU.

In line with the ECJ’s judgment, the Working Party
stressed that, when doing so, member states and EU in-
stitutions should ensure that:

s there is no bulk retention of all categories of data,
but instead the data are subject to appropriate differ-
entiation, limitation or exception (without giving ex-
amples of such differentiation, limitation or excep-
tion);

s access to and use of the data by national competent
authorities are limited to what is strictly necessary in
terms of categories of data and persons concerned,
and substantive and procedural conditions for such
access and use are implemented; and

s effective protection is provided against the risk of un-
lawful access and any other abuse, and, in particular,
the storage of the data is subject to the control of an
independent authority ensuring compliance with EU
data protection law (without going so far as recom-
mending that the data be stored in the EU).

The Working Party concluded its statement by calling on
the European Commission to ‘‘provide without further
delay clear guidance on the consequences of the Court’s
judgment, both at European and at Member State
level.’’ So far, whenever a member of the European Par-
liament has asked the Commission about the impact of
the ECJ’s judgment on national laws, the Commission
has consistently replied that it is up to each member
state to carefully assess whether there is a need to
change its national law.11

The Working Party’s statement called on the Commis-
sion to take action and not to leave it exclusively to
member states to decide on this issue. In its statement,
the Working Party expressly requested to be consulted,
should the Commission propose a new directive at the
EU level.

Impact on Telecommunications Service
Providers’ Data Retention Obligations

The ECJ’s judgment has raised the important question
for telecommunications service providers subject to na-
tional laws implementing the Data Retention Directive
as to whether they should still collect and retain data in
accordance with these national laws.

The Working Party’s statement confirms that they
should do so only if these national laws reflect the ECJ’s
judgment.
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The Working Party’s statement confirms that

telecommunications service providers subject to

national laws implementing the Data Retention

Directive should still collect and retain data in

accordance with these national laws only if the laws

reflect the ECJ’s judgment.

The problem is that the national implementing laws are
usually not much more specific than the Data Retention
Directive. As mentioned in a recent study commissioned
by the Greens Group in the European Parliament
(‘‘Study’’),12 ‘‘the national acts transposing the [Data
Retention] Directive are so-to-speak automatically also
in suspicion of being in violation of fundamental
rights.’’

So far, most national governments and parliaments have
not done much in terms of reviewing their existing na-
tional laws.

In France, e.g., in a report published in September
2014,13 the French Council of State (supreme adminis-
trative court) recalled that the consequences of the
ECJ’s judgment must still be clarified as regards the sys-
tematic retention of traffic data in accordance with
French law.

In some member states, where no action has been taken
by the government, the legal review has been carried out
by the national constitutional court, which drew a simi-
lar conclusion as the ECJ did regarding the Data Reten-
tion Directive.

This was the case in Austria, where, on June 27, 2014,
the Constitutional Court declared invalid parts of the
Austrian data retention provisions (see WDPR, July 2014,
page 36). This means that telecommunications service
providers in Austria are now obliged to retain data only
for specific purposes provided by law (such as billing
and fraud prevention).

On July 3, 2014, the Slovenian Constitutional Court also
annulled the national data retention law, and even or-
dered telecommunications service providers to delete all
the information held on that basis after the publication
of the court decision.

On July 8, 2014, the Romanian Constitutional Court de-
clared unconstitutional the second Romanian data re-
tention law, No. 82/2012. The Romanian court did not
go as far as the Slovenian court by requiring that tele-
communications service providers delete the data they
had retained, but they now have an obligation not to col-
lect such data anymore.

Should these member states adopt new data retention
laws, those laws would have to reflect the ECJ’s judg-
ment.

In other member states, the telecommunications service

providers’ data retention obligations have not been re-
duced or suspended, but rather have clearly been main-
tained.

This is the case, e.g., in the United Kingdom, where, in
anticipation of a challenge to the existing data retention
law before national courts, the U.K. government de-
cided to replace that legislation (the Data Retention
(EC Directive) Regulations 2009) with emergency data
retention rules, namely the Data Retention and Investi-
gatory Powers Act 2014 (‘‘DRIP’’), which came into force
on July 17, 2014. DRIP contains data retention obliga-
tions largely similar to those in the Data Retention (EC
Directive) Regulations 2009 (see analysis at WDPR, August
2014, page 6). As a result, judicial review of DRIP is cur-
rently being sought by civil rights campaigners.

In Denmark, where the government reviewed the Dan-
ish data retention law in the light of the ECJ’s judgment,
it concluded in June 2014 that the national law was not
affected by the judgment, but announced that the gov-
ernment would propose a revision of the Danish data re-
tention law in the next parliamentary session, 2014-
2015. Until then, telecommunications service providers
are obliged to retain data in accordance with that law,
which was deemed lawful.

In Sweden, where the Post and Telecom Authority
(‘‘PTS’’) announced that it would not enforce the exist-
ing Swedish data retention law, the government ordered
PTS to start enforcing it again. As a result, PTS ordered
Internet service provider Bahnhof and telecommunica-
tions service provider Tele2, which had stopped retain-
ing data, to resume doing so. On September 12, 2014,
Bahnhof and a Swedish foundation urged the European
Commission to initiate proceedings against Sweden for
blatantly ignoring the ECJ’s judgment.14

Conclusion

It remains to be seen if the Commission will initiate such
proceedings and provide clear guidance on the conse-
quences of the ECJ’s judgment, as requested by the
Working Party’s statement.

As underlined in the European Parliament’s study, the
Commission must review the existing and planned data
retention measures of member states to avoid divergent
interpretations and implementation of telecommunica-
tions service providers’ data retention obligations.

Service providers operating in different member states
urgently need more clarity and a harmonized approach
in this respect.
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