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Introduction
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Introduction
The first introduction to this series in 2013 noted the extensive develop-
ment of data protection or privacy laws1 and reflected on the commercial 
and social pressures giving rise to this global development. Those eco-
nomic and social pressures have not diminished since that edition and nor 
has the apparently insatiable appetite for law in the field. 

This piece aims to highlight the main international developments. 
However, as data protection laws and initiatives are developing at a dizzy-
ing speed, it is likely to be out of date within a few months. Anyone looking 
at a new project will need to check whether yet more have appeared on the 
scene since the date of writing.

The continuing growth of legislation further emphasises that the law 
affecting personal information has become a field in its own right. As infor-
mation has become ever more necessary to commercial and public life, the 
laws governing its use have become ever more significant.

 
The global convergence 
In previous editions the variation in the types and content of data pri-
vacy laws across jurisdictions has been noted. It has also been noted that, 
although privacy and data protection laws are far from identical, they do 
follow the same themes and many have elements in common. There was a 
point in the development of the data protection field when the more opti-
mistic among the lawyers and policymakers started to make noises about 
the possibility of ‘convergence’ between the different families of laws 
and international standards. The thought was that, gradually, the differ-
ent approaches would begin to coalesce. Actors would work out common 
standards enabling a gradual move towards a global standard on data 
privacy. 

While there can be little doubt that a convergence in global approaches 
to privacy protection would be good for business and arguably for consum-
ers, as it would reduce the need to deal separately with local laws and help 
consumers benefit from a common set of standards, it is now clear that it 
will be a long time before standards do converge. 

Privacy laws reflect national and cultural attitudes and outlooks as 
well as different legal traditions and different levels of technological and 
social development. We are looking at widely different standards for some 
time yet. A global business looking to introduce or change a business pro-
cess which involves the use of data about consumers or staff will need to 
appreciate the areas of broad similarity, the ‘families’ of law in force and 
where these ‘families’ strongly diverge. 

International instruments 
The various laws have been influenced by a number of international instru-
ments which continue to have a significant influence on the development 
of law in this domain. 

The main international instruments are the Convention for the 
Protection of Individuals with regard to the Automatic Processing of 
Personal Data (Treaty 108) of the Council of Europe, the OECD Privacy 
Recommendations and Guidelines (the Guidelines), The European Union 
Directive 95/46/EC (the Directive) and the APEC Privacy Guidelines. To 
these must now be added the African Union Convention on CyberSecurity 
and Personal Data Protection. Treaty 108 has been ratified by 47 countries 
and those countries have passed laws which implement its standards. The 
Treaty has been reviewed with the aim of bringing it into closer conver-
gence with Directive 95/46/EC.2 The OECD Guidelines are not subject to a 
formal process of adoption but were adopted by the Council of the OECD 

in 1980. Like Treaty 108, the OECD Guidelines have been reviewed and 
revisions were agreed in July 2013. Treaty 108 covers the states that belong 
to the Council of Europe.3 The OECD covers a wider range of countries 
including the US, which accepted the Guidelines. 

Both Treaty 108 and the OECD Guidelines date from the 1980s. By 
the 1990s the EU was becoming increasingly concerned about wide vari-
ations across the EU in data protection laws and the possibility that trade 
could be impacted by these variations. The EU passed the Directive which 
was implemented in EU member states by 1998 and remains the governing 
instrument for all EU member states. 

In 2004 these instruments were joined by a newer international 
instrument in the form of the Asia-Pacific Economic Cooperation (APEC) 
Privacy Framework. Although it was subject to criticism as being without 
real force and described as ‘OECD lite’ when it was launched in fact the 
Framework has been influential in advancing the privacy debate in the 
Asia-Pacific region. In November 2011 APEC endorsed its Cross-Border 
Privacy Rules; a clear indication that the Framework is operating as a focus 
for the development of privacy protection in the region. 

A further international instrument has been proposed, an international 
Standard on Privacy and Personal Data. The proposal to develop such a 
Standard was endorsed in 2008 by the 30th International Conference of 
Privacy and Data Protection Commissioners, a conference which brings 
together privacy regulators from around the world.

Most recently the African Union adopted a Convention on the estab-
lishment of a legal framework for cybersecurity and personal data protec-
tion in June 2014. It has been reported that a number of African countries 
are planning legislation based on the Convention although no country has 
yet ratified it.4 

European approach 
Data protection laws are a standard feature of European legal systems. 
Every country in the European Union has legislation based on Directive 
95/46/EC. The Directive made it mandatory for all member states of the 
EU to implement such laws to the EU standard. In the same way the regula-
tion of electronic communications, marketing and the use of cookies fol-
low the requirements of the EU E-Privacy Directive (as amended).5

The laws of the member states of the EU and the three associated 
states in the European Economic Area (that is, Iceland, Lichtenstein and 
Norway) and Switzerland follow the same pattern. Because the laws are 
based on a Directive, there remains scope for some local variation. Anyone 
reviewing the laws needs to be aware that there is scope for national differ-
ence in some areas but the variations are limited and the basis and struc-
ture of the law is the same in each state. There are wider variations in the 
broader European area. As an example Russia has a data protection law 
which is based on the EU standard but has more recently amplified that by 
an amendment to the law with a purely national aspect.6 Under these new 
provisions a localisation requirement is imposed on personal data opera-
tors who process personal data on Russian citizens to use databases physi-
cally located in Russia.

One of the distinguishing characteristics of the data protection laws of 
EU member states is the prohibition on the transfer of personal data to any 
country which is not regarded as offering equivalent protection,7 unless a 
derogation applies. This banning provision has operated as an incentive to 
some non-EU countries to follow the same model as the EU because, where 
a country adopts a law that is regarded as equivalent to the EU model, the 
European Commission may make a formal finding that the country offers 
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equivalent protection. Once such a finding is in operation personal data 
may flow freely between that country or territory and any EU member 
state without any further transfer mechanism being implemented by the 
data transferer. Reviewing the list of those countries which have followed 
this model, it must be remarked that it has not proved a very strong incen-
tive to date. Those jurisdictions which have applied the EU standards to 
the required level and had a formal finding of adequacy have, in the main, 
been dependencies of EU states or those with close historical links to EU 
states such as the UK Crown Dependencies,8 the Faroe Islands,9 Andorra 
and Switzerland. A number of others have joined the ranks of those which 
have passed EU style laws, that is Israel, Canada, Uruguay and Argentina. 
The EU approach has been particularly influential in South America where 
a number of countries have passed EU style laws and are seeking findings 
of adequacy from the EU.10

Moving outside Europe the picture is far more varied. There can be a 
tendency (particularly among Europeans) to regard European Union style 
laws as the ‘gold standard’. However, others characterise the EU approach 
as doctrinaire and inflexible. The US has traditionally been considered (at 
least among some Europeans) to have less regard for the importance of per-
sonal privacy than Europe, however, the US has had a Privacy Act regulat-
ing government departments and agencies since 1974 and many US states 
have their own privacy laws. The US has traditionally adopted a sectoral 
approach to privacy, for instance it has implemented specific privacy legis-
lation such as the Children’s Online Privacy Protection Act 1998 (COPPA). 
There are current proposals for further developments in the law in the US, 
although whether they will make it through the legislature remains to be 
seen. In January 2015 President Obama announced further developments 
in laws impacting on privacy in three areas. Following that the Personal 
Data Notification Act has been introduced and went to Congressional 
Committee in March 2015. The Act would replace the patchwork of data 
breach notification requirements imposed by State law with one uniform 
standard. In April 2015 the Student Digital Privacy and Parental Rights Act 
was proposed to Congress. This Act would restrict the use of data by those 
who provide apps, websites and other online services for children and give 
parents the right to see the data collected on children. Finally, a Consumer 
Privacy Bill of Rights is proposed to strengthen the rights of consumers. A 
proposal for legislation was published in February 2015 but so far appears 
to have made little headway. The US also (uniquely) has in place the Safe 
Harbor scheme, which has been found by the European Commission to be 
sufficiently stringent to be regarded as offering adequate protection for the 
transfer of personal data from the EU.11 This formal finding of adequacy 
for companies which join and comply with the US Safe Harbor Scheme has 
been the subject of criticism from the EU following the Snowden revela-
tions, but remains fully in force. The US is the only country in which the 
European Commission has been prepared to recognise a self-regulatory 
scheme as offering adequate protection. Canada has had a data privacy 
law in its Personal Information Protection and Electronic Documents Act 
2000 for over a decade as well as several provincial laws.12 On 18 June 2015 
Canada introduced further requirements in the form of mandatory breach 
notification under the Digital Privacy Act. This has introduced an explicit 
obligation to notify individuals in cases of breaches, and report to the 
Office of the Privacy Commissioner.

In Asia-Pacific the early adopters of privacy and data protection laws, 
Australia, New Zealand and Hong Kong have been joined by Malaysia in 
2014,13 Singapore14 and South Korea.15 Australia has also strengthened its 
regime with the Privacy Amendment (Enhancing Privacy Protection) Act 
201216 and the APEC Privacy Framework is now supported by the APEC 
Cross Border Privacy Rules.

South America has seen the passage of laws in Argentina, Uruguay, 
Columbia, Chile and Peru with Argentina and Uruguay following the EU 
model. Other South Amercian countries, although they have not enacted 
EU-style privacy laws, have some degree of constitutional protection for 
privacy, including a right to habeas data, for example Brazil and Paraguay.

The global gaps in coverage lie in Africa and, to some extent, the 
Middle East. There are, however, some laws in both regions. As noted 
earlier the African Union adopted a Convention on the establishment of 
a legal framework for cybersecurity and personal data protection in June 
2014. The Convention has, however, been criticised as both vague and 
insufficiently focused on privacy rights. It has been reported that a num-
ber of African countries are planning legislation based on the Convention 
although no country has yet ratified it.17 South Africa has passed law based 
on EU standards but it is not yet fully in force.18

In the Middle East there are several laws that cover specific centres 
but, apart from Israel, no country yet has comprehensive data protection 
law. 

We are therefore facing a patchwork of different laws and regulations 
throughout the globe which can make it difficult for global businesses to roll 
out policies with a common approach. In some countries, consents may be 
required; in some countries, regulators must be consulted or permissions 
sought; in some countries, technical requirements must be met. Some laws 
include public registers, some have special provisions for employees. In 
this environment the support provided by this publication will be invalu-
able to those doing business globally. 

Current proposals in the European Union
It is to be hoped that eventually a global consensus will triumph over 
regional differences, but at the moment development continues at uneven 
pace. Major changes are afoot in the EU since the European Commission in 
January 2012 delivered its long awaited draft legislative instruments for the 
reform of the data protection regime in the EU. The two legislative instru-
ments proposed are:
•	 a proposal for a Regulation of the European Parliament and of the 

Council on the protection of individuals with regard to the processing 
of personal data and on the free movement of such data (General Data 
Protection Regulation) (the draft Regulation);19 and

•	 a proposal for a Directive of the European Parliament and the Council 
on the protection of individuals with regard to the processing of per-
sonal data by competent authorities for the purposes of prevention, 
investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and the free movement of such data 
(Police and Criminal Justice Data Protection Directive) (the draft 
Directive).20

The proposed instruments are considered further in the second part of this 
Introduction. If they are passed, and in particular if the draft Regulation 
becomes law, it will be the most radical shake-up of data privacy regulation 
we have seen to date.

The impact of the Regulation will not be confined to businesses based 
in the EU. The new rules will apply to any processing conducted from out-
side the EU which involves the offering of goods or services to individuals 
in the EU or the monitoring of individuals resident in the EU.21 This ambi-
tious approach to jurisdiction, coupled with the potentially high level of 
fines, determined by worldwide turnover 22 has raised concern outside as 
well as within the EU.

The draft Regulation represents a radical proposal in terms of con-
vergence. There will be greater convergence within the 28 member states 
of the EU once it is implemented but at the price of an even greater gap 
between the EU and the rest of the globe. 

Whether this is the best way to achieve the right balance between pri-
vacy protection and the needs of the digital economy will remain a topic of 
live and intense political debate. What can be said is that the proposal as 
it stands will effectively end the hope of a move towards greater compat-
ibility of laws in the foreseeable future and dealing with privacy on a global 
basis will continue to pose a real challenge. 

Notes
1	 Privacy Laws and Business International Report Issue 115 Special 

Supplement February 2012. Graham Greenleaf, Professor of Law and 
Information Systems UNSW, noted that 89 data protection or data pri-
vacy laws were in force or in preparation.

2	 Modernisation proposals November 2011 and further reports of 
January and March 2012, July 2013, meeting December 2014. 

3	 Uruguay, a non-Council of Europe state, has also acceded to, but not 
ratified, the treaty.

4	 Ephraim Percy Kenyanito writing in an Access blog in February 2015 
reported that laws to implement the Convention are proposed in 
Kenya, Madagascar, Mauritania, Morocco, Tanzania, Tunisia and 
Uganda.

5	 Directive 2002/58 concerning the processing of personal data and the 
protection of privacy in the electronic communications sector.

6	 July 2014 due to come into effect in September 2015.
7	 Directive 95/46/EC, article 24.
8	 The States of Jersey, the Isle of Man and the Bailiwick of Guernsey.
9	 The Faroe Islands are part of the Kingdom of Denmark.
10	 Uruguay, Mexico and Colombia.
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11	 Council Decision 2000/520/EC.
12	 Quebec, Alberta and British Columbia have privacy laws.
13	 Malaysia Personal Data Protection Act 2010, in force from  

15 November 2013 and effective from 15 February 2014. 
14	 Singapore Personal Data Protection Act 2012 in force from 2 July 2014.
15	 South Korea amended its Personal Information Privacy Act to cover 

all sectors handling personal data. The Act has been in force since  
August 2014.

16	 In effect from March 2014.
17	 Ephraim Percy Kenyanito writing in an Access blog in February 2015 

reported that laws to implement the Convention are proposed in 
Kenya, Madagascar, Mauritania, Morocco, Tanzania, Tunisia and 
Uganda. 

18	 The Protection of Personal Information Act 2013 (the Act) was signed 
in November 2013 and certain sections of the Act came into force in  
April 2014. These sections enable the establishment of the informa-
tion regulator as well as the power for regulations to be made under the 
Act. There is no commencement date yet set. There will be a 12-month 
implementation period after commencement.

19	 COM(2012) 11/4 draft.
20	 Version 34 2011-11-29.
21	 COM (2012) 11/4 draft, article 3.
22	 Ibid, article 79.
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