
E uropean criticism of the US-EU 
Safe Harbor is not new, but dur-
ing the last few weeks, serious 
concerns have been expressed 

about the future of Safe Harbor. Against 
the backdrop of PRISM, data protection 
has become a key political issue in Europe, 
not least in the UK and in Germany.  
German data protection authorities 
(‘DPAs’) have decided to stop issuing  
approvals for international data transfers 
until the German government provides  
additional assurances, and the DPAs will 
review whether to suspend data transfers 
that rely on Safe Harbor and the standard 
contractual clauses. Will Safe Harbor con-
tinue to exist? Or are its days numbered? 
 
The US-EU Safe Harbor is an important 
mechanism for addressing the general  
EU prohibition on the transfer of personal 
data originating from the EU to countries 
outside of the European Economic Area. 
More than 3,000 US companies have  
voluntarily signed up to the Safe Harbor 
framework since its inception in November 
2000. Although subject to US law and  
oversight by the Federal Trade Commis-
sion (‘FTC’), and despite the FTC having 
brought a number of enforcement actions 
for breaches of the Safe Harbor commit-
ments, European DPAs have long held 
reservations about the effectiveness of the 
Safe Harbor’s self-certification procedure.  
 
German regulators have expressed con-
cern about the Safe Harbor for some time. 
In 2010, the Dusseldorfer Kreis issued a 
resolution requiring additional diligence by 
German exporters relying on an importer’s 
Safe Harbor certification. The Dusseldorfer 
Kreis recommended that if, after further 
diligence, the exporter has doubts about 
the importer’s Safe Harbor compliance,  
it should use standard contractual clauses 
to ensure adequate protection. This advice 
was echoed in the Working Party’s Opinion 
on Cloud Computing, in which it suggested 
that EU data exporters cannot rely on cloud 
providers’ self-certification to Safe Harbor 
alone to legitimise data transfers.   
 
By contrast, the European Commission 
endorsed the Safe Harbor framework in  
its draft Data Protection Regulation. Ade-
quacy decisions made under the existing 
Directive would remain in effect unless 
amended, repealed or replaced by the 
Commission. However, the lead Parliamen-
tary Committee proposed amending  
the draft Regulation so that adequacy  
decisions (including Safe Harbor) would 
only remain in force for two years after  
the Regulation came into effect.  

More recently, reports have surfaced of  
US and EU authorities intercepting and 
accessing the electronic communications 
of EU citizens on a substantial scale.  
The European Parliament called on the 
Commission to review Safe Harbor,  
claiming that the PRISM surveillance  
programme constituted a ‘serious violation’ 
of the Safe Harbor agreement. In announc-
ing a review of Safe Harbor, Vice President 
Reding commented that “the Safe Harbor 
agreement may not be so safe after all...It 
could be a loophole for data transfers be-
cause it allows data transfers from EU to 
US companies — although US data protec-
tion standards are lower than our European 
ones”. She also referred to the uncovering 
of the PRISM programme as a ‘wake-up 
call’ to which the EU’s proposed data  
protection reforms were ‘Europe’s answer’.  
In response to the PRISM revelations,  
the German DPAs decided to take further 
action — to stop issuing approvals for  
data transfers pending assurances from 
the government, and to review whether to 
suspend transfers carried out on the basis 
of Safe Harbor.  
 
It should be noted that, despite the  
response of the German DPAs, and Vice 
President Reding’s comments, the Com-
mission decision on the adequacy of Safe 
Harbor remains in force, until specifically 
repealed or changed. Further, national 
DPAs may suspend data flows to Safe  
Harbor certified entities in exceptional  
circumstances, but such a decision by  
a national regulator would be a serious 
decision, and not one to be taken lightly.  
 
There is also some concern within the  
business community that uncertainty over 
the status and future of Safe Harbor may 
damage confidence. Safe Harbor remain-
ing a valid and important data transfer 
mechanism, a group of organisations  
representing the technology industry  
has written to the US Administration and 
Congress urging engagement with EU offi-
cials to ensure that Safe Harbor continues 
as a mechanism to facilitate international 
data transfers. Anecdotally, there has been 
an increased level of interest by companies 
in Binding Corporate Rules. Perhaps BCRs 
are about to become the data transfer 
mechanism of choice. The story is far from 
finished.  
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