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The EU Article 29 Working Party’s New DPA
Cooperation Procedure for Assessing the
Compliance of Data Transfer Clauses
By Wim Nauwelaerts, of Hunton & Williams, Brussels, a
member of the World Data Protection Report Editorial Board.

One of the salient features of EU data protection law is
that transfers of personal data to third countries (i.e.,
countries that are not members of the EU/EEA) are
heavily restricted. Such transfers are regulated by Ar-
ticles 25 and 26 of Directive 95/46/EC (‘‘Data Protec-
tion Directive’’). According to Article 25(1) of the Data
Protection Directive, transfers of personal data may
take place only if the third country in question ensures
an adequate level of data protection. Whether or not a
third country has an adequate level of data protection
can be assessed by the EU member states or by the Eu-
ropean Commission, which has the power to make de-
terminations of adequacy that are binding on the
member states1 . If the third country does not ensure
an adequate level of protection for personal data, in
principle, the transfer of personal data is not allowed.

However, the Data Protection Directive includes excep-
tions to this general prohibition, allowing data trans-
fers outside the EU/EEA in very specific situations and
under certain conditions. One of those situations set
out in Article 26(2) is where the data controller that
‘‘exports’’ personal data outside the EU/EEA adduces
contractual safeguards to ensure that the personal data
remain protected after they have been sent outside the
EU/EEA. These safeguards may result from standard

contractual clauses issued by the European Commis-
sion in accordance with Article 26(4) of the Data Pro-
tection Directive (‘‘Standard Contractual Clauses’’).

The European Commission’s Standard
Contractual Clauses

Up to now, the European Commission has approved
and issued three sets of Standard Contractual Clauses.
Two of these sets of clauses apply to transfers from data
controllers in the EU/EEA to data controllers in third
countries (Commission Decision 2001/497/EC and
Commission Decision 2004/915/EC), while the third
set (Commission Decision 2010/87/EC) applies to
data transfers from data controllers in the EU/EEA to
data processors in third countries.

The Standard Contractual Clauses are not compulsory,
nor are they the only way to lawfully transfer personal
data to countries outside the EU/EEA. They are popu-
lar, however, because the Commission Decisions re-
quire member states to recognize that the Standard
Contractual Clauses provide adequate safeguards and
fulfill the requirements in Article 26(2) of the Data
Protection Directive for data transfers to third coun-
tries without an adequate level of data protection. This
means that member states are obliged to accept the
Standard Contractual Clauses approved by the Euro-
pean Commission as fulfilling the requirements in the
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Data Protection Directive with regard to the ‘‘export’’ of
personal data to third countries. Consequently, member
states may not refuse such transfers, but, in a number of
member states, transfers of personal data outside the
EU/EEA may still require prior authorization to pro-
ceed with the transfers2 .

The use of Standard Contractual Clauses does not re-
quire a stand-alone data transfer agreement: The data
exporter and the data importer are free to integrate the
Standard Contractual Clauses into a larger contractual
framework (for example, service level agreements). It is
also possible to add other clauses to the Standard Con-
tractual Clauses, as long as these additional provisions
do not contradict, directly or indirectly, the Standard
Contractual Clauses approved by the European Commis-
sion or prejudice fundamental rights or freedoms of in-
dividuals3 . However, if the Standard Contractual
Clauses are amended or changed, for instance, by
supplementing them with contradicting clauses, they are
no longer considered ‘‘standard’’, and data controllers
using them will not be able to benefit from the specific
favorable treatment for which the Standard Contractual
Clauses were created.

The Problem

The EU Article 29 Data Protection Working Party
(‘‘Working Party’’)4 has found that most contractual so-
lutions currently used by data controllers to legally
frame their international data transfers are either en-
tirely based on the Standard Contractual Clauses, or
mostly based on them, with some divergences (such as
additional clauses).

In some cases, identical contractual solutions are used in
different member states to frame the same type or simi-
lar transfers emanating from those member states. An
example is where a corporate group centralizes its data
storage facilities outside the EU/EEA and subsequently
enters into the same type of data transfer clauses with its
subsidiaries in the EU/EEA.

In that scenario, data protection authorities (‘‘DPAs’’) in
a number of member states will still want to review and
compare the clauses entered into against the Standard
Contractual Clauses to verify that no changes have been
made. According to the Working Party, this independent
review entails the risk that the DPAs may not reach the
same conclusions, and that identical clauses could be
deemed compliant in one member state but not neces-
sarily in another. This lack of harmonization inevitably
increases the compliance burden and related costs for
businesses that are relying on contractual solutions and,
in particular, the Standard Contractual Clauses, to trans-
fer personal data outside the EU/EEA.

The Working Party’s Proposed Solution

With a view to remedying this situation, the Working
Party has established a new procedure, set out in Work-
ing Document WP 226 adopted November 26, 20145 ,
that enables data controllers that want to use identical
contractual solutions (based on the Standard Contrac-
tual Clauses) across different member states to obtain a

coordinated position from the DPAs regarding the con-
formity of their contracts.

The new procedure is essentially a DPA cooperation pro-
cedure, which bears many similarities with the DPA co-
operation procedure for reviewing and approving Bind-
ing Corporate Rules (‘‘BCRs’’)6 .

Under the new procedure, a data controller or group of
data controllers (e.g., a corporate group) can request
the DPA that it believes should act as the ‘‘lead’’ DPA to
launch an EU-wide DPA review process. The aim is to
obtain a single, common view (recognized and accepted
by all participating DPAs) as to whether or not its pro-
posed data transfer clauses are compliant with the Stan-
dard Contractual Clauses.

With the request, the data controller will have to send a
copy of the proposed data transfer clauses, clearly indi-
cating 1) which Standard Contractual Clauses have been
used and 2) any divergences and additional clauses7 .
The requesting data controller should also provide a list
identifying the member states from which data transfers
to third countries will be carried out.

In addition, the requesting data controller should ex-
plain why the selected DPA is best placed to assume the
role of lead DPA for purposes of the procedure. For jus-
tifying its selection, the requesting data controller can
refer to relevant criteria, such as:

s the location from which the contractual clauses are
decided and elaborated;

s the place where most decisions in terms of the pur-
poses and the means of the processing are taken;

s the best location (in terms of management functions,
administrative burden, etc.) for the handling of the
application and the enforcement of the contractual
clauses;

s the member states from which most data transfers
outside the EU/EEA will take place; and

s the location of the data controller’s headquarters in
the EU/EEA or the location of the company within
the group with delegated data protection responsibili-
ties.

The Working Party has emphasized that these are not
formal criteria, but the lead DPA should in any event be
selected from the competent DPAs, i.e., the DPAs in
those member states from which data will be transferred
to third countries.

The requesting data controller can only make a pro-
posal as to which DPA should take the lead in the coop-
eration procedure. The DPAs will ultimately decide if
the DPA cooperation procedure is opportune and, if so,
which authority is in the best position to be the lead
DPA (which can be a different DPA than the one pro-
posed by the requesting data controller). It is unclear
which criteria the DPAs will use for evaluating and even-
tually accepting or refusing data controllers’ requests.

The cooperation procedure may also be useful (by in-
creasing compliance efficiency) in cases where there are
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no clauses added to the Standard Contractual Clauses.
For instance, data controllers may have an interest in ob-
taining a common view from the DPAs on the descrip-
tion of the proposed data transfers (typically in the an-
nexes to the Standard Contractual Clauses) even if this
does not imply adding clauses to the Standard Contrac-
tual Clauses.

Also, the DPA selected by the requesting data controller
may refuse to assume the role of the DPA if, for ex-
ample, it is facing an overload of requests. In that case,
the Working Party will be charged with transferring the
request to another competent DPA.

Review Process and Timing

Within two weeks of submitting the request to initiate a
cooperation procedure, the requesting data controller
should receive a reply from the DPA that was initially
contacted confirming whether or not 1) a cooperation
procedure is appropriate in the data controller’s specific
case, and 2) the DPA agrees to be designated as the lead
DPA.

If the DPA agrees to act as lead DPA for the procedure,
it will notify all competent DPAs, i.e., all the DPAs in the
countries from which data will be transferred outside
the EU/EEA, and make suggestions as to which DPAs
should be co-reviewers. In case personal data will be
transferred from 10 or more member states, two DPAs
will be involved as co-reviewers. If fewer than 10 mem-
ber states are affected, only one DPA will be appointed
as co-reviewer. The competent DPAs will be given a pe-
riod of two weeks to raise objections or to put forward
specific reasons why they should be designated as lead
DPA. Within the same time period, the proposed co-
reviewer DPAs should confirm whether or not they agree
to co-review.

Once the DPA roles have been assigned, the actual re-
view process will be initiated. This process will be largely
based on a system of mutual recognition similar to the
one used for assessing draft BCRs. The Working Party in-
tends to refer to the existing BCR procedure not only
for purposes of harmonization but also to exchange ex-
pertise with regard to DPA cooperation. Similarly to the
BCR mutual recognition process, DPAs may freely de-
cide to participate in it (or not)8 . DPAs that do not par-
ticipate are not bound by the decision taken in the con-
text of the cooperation procedure, and remain free to
perform their own analyses of the proposed data trans-
fer clauses.

In its Working Document WP 226, the Working Party
does not specify a timeframe for the lead DPA to finalize
its review. In practice, the period of time needed to re-
view and analyze the proposed contractual solutions will
depend on the lead DPA’s workload as well as the
amount of additional information that may need to be
provided and subsequently reviewed.

When the lead DPA is in a position to conclude that the
proposed data transfer clauses are in conformity with
the Standard Contractual Clauses9 , it will prepare a
draft letter confirming that opinion, and share the draft
letter together with the proposed contract and its analy-

sis with the co-reviewers. The co-reviewers will then have
one month to review the draft letter10 and submit their
comments and suggestions to the lead DPA.

Once the lead DPA and the co-reviewing DPAs have fin-
ished their review, the draft letter together with the
DPA’s analysis and copies of the proposed contract will
be sent to the other competent DPAs. If the draft letter
opines that the proposed contractual framework is in
compliance with the European Commission’s Standard
Contractual Clauses, all DPAs participating in the proce-
dure will accept this opinion. Consequently, they will
consider the opinion as a sufficient basis for authorizing
the use of the proposed contractual solution — where
required by national law — or for giving positive advice
to the body that grants such authorization. Competent
DPAs that do not participate in the cooperation proce-
dure will have one month (extendable in exceptional
circumstances) to provide comments on the draft letter.
In the absence of a reply from those DPAs within the in-
dicated timeframe, they will be considered to be in
agreement with the opinion in the draft letter.

The Outcome

At the end of the cooperation procedure, the lead DPA
will sign the final letter on behalf of the other compe-
tent DPAs and send the letter to the requesting data con-
troller. From the moment that this ‘‘conformity’’ letter is
signed and submitted, the cooperation procedure is
closed and the data controller can use the letter to re-
quest authorizations or permits at EU member state
level, where required.

The Working Group has highlighted, however, that in
those member states where permits or authorizations
are still required, the DPAs may also want to analyze the
annexes to the Standard Contractual Clauses — and in
particular the description of the data transfers — in or-
der to assess whether these are lawful under applicable
law.

In addition, a ‘‘conformity’’ letter does not exempt data
controllers from complying with national requirements
such as notification or registration formalities.

Comment

It is expected that the new DPA cooperation procedure
will reduce the time and cost associated with implement-
ing data transfer clauses based on the Standard Contrac-
tual Clauses.

The success of this new procedure, however, will depend
largely on the extent to which the procedure will truly
become a one-stop-shop for DPA review of such data
transfer clauses.

NOTES
1 Thus far the European Commission has adopted 12 adequacy deci-
sions.
2 EU member states where national authorizations are required for
the use of Standard Contractual Clauses include Austria, Bulgaria, Cy-
prus, Denmark, Estonia, France, Lithuania, Luxembourg, Malta, Po-
land, Romania, Slovenia and Spain.
3 For example, pursuant to Clause 10 of the Standard Contractual
Clauses in Commission Decision 2010/87/EC, the parties undertake
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not to vary or modify the Clauses. However, this does not preclude
them from adding clauses on business-related issues, where required,
as long as they do not contradict the Clauses.
4 The Working Party is an independent EU advisory body on data pro-
tection and privacy matters that was set up under Article 29 of the Data
Protection Directive.
5 See the Working Party’s ‘‘Working Document Setting Forth a Co-
Operation Procedure for Issuing Common Opinions on ‘Contractual
clauses’ Considered as compliant with the EC Model Clauses’’ (WP
226).
6 See the Working Party’s ‘‘Working Document Setting Forth a Co-
Operation Procedure for Issuing Common Opinions on Adequate
Safeguards Resulting From ‘Binding Corporate Rules’ ’’ (WP 107).
7 WP 226 does not indicate whether translations of the request and
any supporting documents should be provided, but, by analogy with
the procedure for BCRs described in WP 107, the proposed lead DPA
is likely to expect to receive this information in its own language as
well as in English.
8 Currently 21 EEA member states are part of the mutual recognition
procedure for BCRs.

9 Possibly after amendments have been made to address comments
and suggestions from the DPA.

10 The Working Party has indicated that this time period can be ex-
tended in ‘‘exceptional circumstances’’, without specifying the possible
criteria that can be used to assess the exceptional character of the cir-
cumstances.

The Article 29 Working Party’s ‘‘Working Document Setting
Forth a Co-Operation Procedure for Issuing Common Opin-
ions on ‘Contractual clauses’ Considered as compliant
with the EC Model Clauses’’ (WP 226) is available at http://
ec.europa.eu/justice/data-protection/article-29/
documentation/opinion-recommendation/files/2014/wp226_
en.pdf.

Wim Nauwelaerts is a Partner at Hunton & Williams, Brus-
sels, and a member of the World Data Protection Report Edi-
torial Board. He may be contacted at wnauwelaerts@
hunton.com.
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