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Chapter 10

France
Hunton & Williams

Claire François

2 Definitions

1 Relevant Legislation and Competent
Authorities
1.1

The principal data protection legislation is Act No. 78-17 of January
6, 1978 on Information Technology, Data Files and Civil Liberties
as amended (Loi Informatique et Libertés) (the “Data Protection
Act” or “DPA”) and Decree No. 2005-1309 implementing the
French DPA. The DPA transposes into French law the requirements
of the EU Data Protection Directive (95/46/EC) (the “Data
Protection Directive”) as well as some of the requirements of
Directive 2002/58/EC (as amended by Directive 2009/136/EC) (the
“ePrivacy Directive”). The purpose of the DPA is to ensure that
any use of information technology does not violate “human identity,
human rights, privacy, or individual or public liberties”. The DPA
applies to both the public and private sectors.
1.2

Is there any other general legislation that impacts
data protection?

The DPA and its implementing Decree are the only legislation
explicitly governing data protection. However, some provisions
of French Codes may regulate specific issues, e.g., Article L.34-5
of the French Postal and Electronic Communications Code which
regulates direct marketing by electronic means.
1.3

Is there any sector specific legislation that impacts
data protection?

Other provisions of the French Postal and Electronic Communications
Code implement the requirements of the ePrivacy Directive. These
requirements impose additional data protection obligations on
telecommunications service providers, in addition to the French DPA.
1.4

Please provide the key definitions used in the relevant
legislation:

■

“Personal Data”
“Personal Data” means any information relating to an
individual who is or can be identified, directly or indirectly,
by reference to an identification number or to one or more
factors specific to him/her. The concept of Personal Data is
interpreted broadly and assessed on a case-by-case basis by
the CNIL.
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“Sensitive Personal Data”

■

“Sensitive Personal Data” means Personal Data that reveals,
directly or indirectly, the racial and ethnic origins, the
political, philosophical, religious opinions or trade union
affiliation of individuals, or which concern their health or
sexual life.
“Processing”

■

“Processing” of Personal Data means any operation or
set of operations in relation to such data, whether or not
by automated means, especially the collection, recording,
organisation, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination,
blocking, deletion or destruction.
“Data Controller”

■

The DPA defines the “Data Controller” as a person, public
authority, department or any other organisation who
determines the purposes and means of the data Processing.
“Data Processor”

■

The DPA defines the “Data Processor” as a person who
processes Personal Data on behalf of the Data Controller.
“Data Subject”

■

A “Data Subject” is the individual to whom the Personal Data
covered by the Processing relate.

What is the relevant data protection regulatory
authority(ies)?

The Commission Nationale de l’Informatique et des Libertés (the
“CNIL”) supervises compliance with the DPA in France. The
CNIL’s current Chairwoman, elected in September 2011 and reelected in February 2014, is Isabelle Falque-Pierrotin. The CNIL
elects its Chairman or Chairwoman from among its members. The
CNIL is an independent administrative body. It does not receive
instructions from any single authority.
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2.1
What is the principal data protection legislation?

3 Key Principles
3.1

What are the key principles that apply to the
processing of personal data?

■

Transparency/respect for data protection rights
Under Article 6(1) of the DPA, Personal Data must be
processed fairly and lawfully. Specifically, Data Subjects
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must be informed by the Data Controller of how their
Personal Data will be used.

(ii) provide a description of the Processing (i.e., information
on the purposes of the Processing, the categories of Personal
Data processed, the persons or category of persons to whom
the data may be disclosed and, if applicable, information
on the transfers of Personal Data outside the EU); and (iii)
provide a copy of their Personal Data as well as any available
information on the origin of the data. Data Subjects may
make their requests in writing or on site at the premises
of the Data Controller. Data Subjects must provide proof
of identity. Data Controllers must respond to the requests
within two months (unless the request is manifestly abusive
or the data are no longer retained) and may charge a fee for
providing a copy of the Personal Data.

When the Data Controller directly collects the Personal Data
from Data Subjects, it must provide notice, as a minimum,
at the time of collection, of: (i) its identity; (ii) the purpose
of the Processing; (iii) whether replies to the questions are
compulsory or optional; (iv) the possible consequences for
Data Subjects in the absence of a reply; (v) the categories
of persons to whom the data are disclosed; (vi) the rights
granted to Data Subjects; and (vii) if applicable, information
on the transfers of the Personal Data outside of the EU.
Lawful basis for processing

■

For Personal Data to be processed lawfully, the Data
Controller must have a legal basis for each Processing
activity. The DPA sets out legal bases for the Processing of
Personal Data in Article 7, and for Sensitive Personal Data in
Article 8.
The legal bases commonly relied upon by French Data
Controllers to process Personal Data are: (i) compliance with
a legal obligation of the Data Controller; (ii) the performance
of a contract to which the Data Subject is a party or steps
taken at the request of the Data Subject prior to entering into
a contract; and (iii) the pursuit of the legitimate interest of the
Data Controller, provided that this is not incompatible with
the fundamental rights and freedoms of the Data Subject. In
principle, the Processing of Sensitive Personal Data is only
permitted with the Data Subject’s consent.

Correction and deletion

■

Data Subjects have the right to require the Data Controller
to, as the case may be, rectify, complete, update, block or
delete their Personal Data that are inaccurate, incomplete,
equivocal, expired, or whose collection, usage, disclosure
or storage is prohibited. The Data Controller also has two
months to respond to such requests. At the request of the
Data Subjects, the Data Controller must provide confirmation
that the corrections or deletions have been made and the
Data Controller cannot charge any fee for doing so. If data
have been shared with a third party, the Data Controller must
ensure that this third party makes the requested corrections/
deletions.
Objection to processing

■

Data Subjects have the right to object, on legitimate grounds,
to the Processing of their Personal Data. Data Subjects must
justify their requests and it is up to the Data Controller to
assess if the reason invoked by the Data Subject is legitimate.

Purpose limitation

■

Under Article 6(2) of the DPA, Personal Data may only be
obtained for specific, explicit and legitimate purposes, and
cannot be further processed in any manner incompatible with
those purposes.

Objection to marketing

■

Data Subjects have the right to object, free of charge, to the
Processing of their Personal Data for direct marketing.

Data minimisation/proportionality

■

Under Article 6(3) of the DPA, Personal Data must be
adequate, relevant and not excessive in relation to the
purposes for which they are collected and further processed.
Data Controllers are therefore under a duty to process only
the Personal Data necessary to achieve the purpose of
the Processing, and to not collect or retain unnecessary or
irrelevant Personal Data.
Retention

■

Under Article 6(5) of the DPA, Personal Data must not be
retained for longer than is necessary for the purposes for
which they are collected and further processed. The CNIL
recommended specific retention periods in its various
decisions (such as its Simplified Norms).
Security

■

Under Article 34 of the DPA, Data Controllers must implement
appropriate organisational and technical measures to ensure the
security and confidentiality of the Personal Data. As part of this
obligation, Article 35 of the DPA requires the Data Controller to
conclude a written contract with the Data Processor, specifying
the obligations incumbent upon the Data Processor as regards
the protection of the security and confidentiality of the data
and providing that the Data Processor may act only upon the
instruction of the Data Controller.

4 Individual Rights
4.1

What are the key rights that individuals have in
relation to the processing of their personal data?

■

Access to data

France
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Complaint to relevant data protection authority(ies)

■

Data Subjects may raise complaints with the CNIL. In 2014,
the CNIL received 5,825 complaints. Data Subjects may
submit their complaint online on the CNIL’s website for some
issues (e.g., if a Data Subject cannot have access to his/her
Personal Data) or by mail.
Other key rights – consent

■

Data Subjects have further rights in relation to direct
marketing and cookies (see section 7 below).

5 Registration Formalities and Prior
Approval
5.1

In what circumstances is registration or notification
required to the relevant data protection regulatory
authority(ies)? (E.g., general notification requirement,
notification required for specific processing
activities.)

Under the DPA, Data Controllers must register any automated
Processing of Personal Data with the CNIL prior to its implementation.
Several exemptions exist, e.g., for the Processing carried out by a
non-profit organisation or institution with religious, philosophical,
political or trade union purposes or for the Processing implemented
in accordance with one of the CNIL’s exemption decisions (such as
for payroll administration or vendor management). Certain types of
data Processing may not benefit from any exemption and require the
CNIL’s prior approval (see question 5.8 below).

Data Subjects have the right to require the Data Controller
to: (i) confirm whether it is Processing their Personal Data;
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5.2

On what basis are registrations/notifications made?
(E.g., per legal entity, per processing purpose, per
data category, per system or database.)

France

Registrations must be submitted for each legal entity acting as a
Data Controller and per Processing purpose.
5.3

Who must register with/notify the relevant data
protection authority(ies)? (E.g., local legal entities,
foreign legal entities subject to the relevant data
protection legislation, representative or branch offices
of foreign legal entities subject to the relevant data
protection legislation.)

Organisations subject to the DPA and not benefiting from one of the
registration exemptions must register their data Processing activities
with the CNIL. This includes both French legal entities and non-EU
legal entities using means or equipment located in France to process
Personal Data (except where the Personal Data are in mere transit
through the French territory).
5.4

What information must be included in the registration/
notification? (E.g., details of the notifying entity,
affected categories of individuals, affected categories
of personal data, processing purposes.)

The following information must be included in the CNIL’s standard
registration (Déclaration normale): (i) identity and contact details
of the Data Controller or its representative; (ii) department or
organisation in charge of implementing the Processing; (iii) purpose
of the Processing; (iv) categories of Data Subjects to whom the
Processing relates; (v) categories of Personal Data processed, their
origin, the data retention period and the categories of recipients
(persons/departments/entities) to whom the data may be disclosed;
(vi) steps taken to ensure the security of the Personal Data processed;
(vii) if applicable, any data transfers to a country outside the EU and
details about the transfers; (viii) if applicable, the combination of
the Personal Data with other data contained in a different database;
(ix) information on how Data Subjects are informed of their data
protection rights and on the entity/department where Data Subjects
may exercise their rights; (x) contact details of a person whom the
CNIL may contact in case of questions; and (xi) identity, email
address and function of the signatory of the registration.
5.5

What are the sanctions for failure to register/notify
where required?

Failure to register with the CNIL where required is a criminal
offence and may lead to up to five years’ imprisonment and a fine
of up to €300,000 (for individuals) or a fine of up to €1.5 million (if
the company is held liable). In addition, the CNIL may impose an
administrative sanction (see question 14.1 below).
5.6

What is the fee per registration (if applicable)?

This is not applicable.
5.7

How frequently must registrations/notifications be
renewed (if applicable)?

This is not applicable.
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5.8

For what types of processing activities is prior
approval required from the data protection regulator?

The Processing activities requiring the CNIL’s prior approval include:
■

the Processing of Sensitive Personal Data if it is in the public
interest or if the data are subject, within a short period of
time, to an anonymisation procedure approved by the CNIL;

■

the Processing of biometric data;

■

the Processing of genetic data (except if the Processing is
carried out by doctors or biologists for preventive medicine,
medical diagnosis or the administration of care or treatment);

■

Processing relating to data containing a social security
number (except for organisations which have been authorised
to process this number, such as public authorities and
employers for HR purposes);

■

the Processing of Personal Data including assessments of the
social difficulties of individuals;

■

the Processing of Personal Data relating to offences,
convictions or security measures (except for representatives
of the law);

■

the Processing of Personal Data which may preclude persons
from the benefit of a right, a service or a contract in the
absence of any legislative or regulatory provision;

■

the combination of databases, each of which was created for
a different purpose;

■

the Processing of Personal Data for the purpose of medical
research;

■

the Processing of Personal Data for the purpose of evaluation
or analysis of care and prevention practices or activities; and

■

transfers of Personal Data to a country outside the EU which
does not provide a sufficient level of data protection, where the
transfers are based on the European Commission’s Standard
Contractual Clauses or Binding Corporate Rules (“BCRs”).

5.9

Describe the procedure for obtaining prior approval,
and the applicable timeframe.

A request for approval must be completed and submitted with the
CNIL (preferably online on the CNIL’s website). The CNIL must
issue a decision within two months of receipt of the request. This
period may be renewed once. The absence of a decision within this
time frame is considered to be a refusal.

6 Appointment of a Data Protection Officer
6.1

Is the appointment of a Data Protection Officer
mandatory or optional?

The appointment of a Data Protection Officer (Correspondant
Informatique et Libertés or “CIL”) is optional.
6.2

What are the sanctions for failing to appoint a
mandatory Data Protection Officer where required?

This is not applicable.
6.3

What are the advantages of voluntarily appointing a
Data Protection Officer (if applicable)?

Organisations that appoint a Data Protection Officer are not required
to register their standard data Processing activities with the CNIL.
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6.4

Please describe any specific qualifications for the
Data Protection Officer required by law.

There are no specific qualifications prescribed by law. There is
only a general requirement that a Data Protection Officer shall
have the qualifications required to perform his/her duties. The Data
Protection Officer may be an employee or an external person in
organisations with fewer than 50 persons involved in the Processing
or having access to the data. The Data Protection Officer should, in
principle, be an employee in larger organisations.
6.5

What are the responsibilities of the Data Protection
Officer, as required by law or typical in practice?

The responsibilities of the Data Protection Officer prescribed by
law include: (i) establishing and keeping a list of the organisation’s
data Processing activities for which he/she was appointed; (ii)
ensuring compliance with the DPA; (iii) advising the organisation,
in particular on any new data Processing activities to be included
on that list, prior to their implementation; (iv) receiving Data
Subjects’ requests and complaints relating to these data Processing
activities; and (v) submitting an annual report of his/her activities
to the organisation and making it available to the CNIL. In
practice, typical duties also include developing internal policies
and procedures; conducting compliance checks; preparing (and
delivering) staff training; reviewing contractual clauses relating to
data protection; advising on appropriate notices to Data Subjects;
registering with the CNIL the data Processing activities subject to
prior approval, and generally raising awareness of data protection
issues throughout the organisation.
6.6

Must the appointment of a Data Protection Officer
be registered/notified to the relevant data protection
authority(ies)?

Yes, organisations that appoint a Data Protection Officer must notify
the CNIL of the appointment.

relates to similar products or services to those already provided by
the advertiser. In addition, each marketing email, SMS or MMS
must specify the identity of the advertiser and provide a simple way
to opt-out of receiving new marketing communications.
The sending of marketing communications by automated recorded
calls requires prior opt-in consent. In addition, each telephone
recorded message must specify the identity of the advertiser and
provide a simple means to opt-out of receiving new marketing
communications. This must not result in any additional cost for the
individual (e.g., no premium-rate number must be used).
The sending of marketing communications to consumers by email
or SMS/MMS requires prior opt-in consent, unless the individual
is already an existing customer and the marketing communication
relates to similar products or services to those already provided by
the advertiser. In addition, each marketing email, SMS or MMS
must specify the identity of the advertiser and provide a simple way
to opt-out of receiving new marketing communications.
7.2

Please describe any legislative restrictions on the
sending of marketing communications by post,
telephone, e-mail, or SMS text message. (E.g.,
requirement to obtain prior opt-in consent or to
provide a simple and free means of opt-out.)

The sending of marketing communications by post and by live
telephone calls requires (i) notice, and (ii) a simple and free means
of opting out of receiving marketing communications, at the time of
collection of the postal address or telephone number.
The sending of marketing communications by automated recorded
calls requires prior opt-in consent. In addition, each telephone
recorded message must specify the identity of the advertiser and
provide a simple means to opt-out of receiving new marketing
communications. This must not result in any additional cost for the
individual (e.g., no premium-rate number must be used).
The sending of marketing communications to consumers by email
or SMS/MMS requires prior opt-in consent, unless the individual
is already an existing customer and the marketing communication
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Is the relevant data protection authority(ies) active in
enforcement of breaches of marketing restrictions?

Yes. Recent enforcement actions include a fine of €20,000 imposed
in January 2012 on Group D.S.E. France, a company specialising
in property diagnostics, for sending SMS marketing text messages
without obtaining the individuals’ prior consent and for failing
to inform them of their right to opt-out of receiving marketing
communications.
7.3

What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

The maximum criminal penalties are five years’ imprisonment and
a fine of €300,000 (for individuals) or €1.5 million (if the company
is held liable). In addition, a fine of €750 may be imposed per
marketing communication under the French Postal and Electronic
Communications Code, and the CNIL may impose a maximum
administrative fine of €300,000.
7.4

7 Marketing and Cookies
7.1

France

However, data Processing activities requiring prior approval must
still be registered.

France

What types of cookies require explicit opt-in consent,
as mandated by law or binding guidance issued by
the relevant data protection authority(ies)?

Cookies and similar technologies require notice and prior opt-in
consent, except where the cookie or similar technology is exclusively
intended to enable or facilitate electronic communications or is
strictly necessary for the provision of an online communication
service as expressly requested by the user. Web analytics cookies
may also qualify for an exemption from the consent requirement but
under strict conditions. The law does not stipulate different types of
consent for different types of cookies. Where consent is required,
consent must be freely given, specific and informed. The CNIL
considers that consent must result from a positive action of the user
and may be implied (see question 7.5 below).
7.5

For what types of cookies is implied consent
acceptable, under relevant national legislation
or binding guidance issued by the relevant data
protection authority(ies)?

In December 2013, the CNIL issued a new Recommendation and
a set of FAQs providing guidance on how to obtain consent for the
use of cookies and similar technologies. The CNIL recommends
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obtaining consent using a two-stage approach, which suggests that
consent may be implied under the DPA for all types of cookies
subject to the consent requirement.

France

7.6

To date, has the relevant data protection authority(ies)
taken any enforcement action in relation to cookies?

Yes. The CNIL has recently imposed a fine of €150,000 on Google
Inc. for not complying with French data protection requirements,
including the obligation to obtain user’s consent prior to the storage
of cookies on their terminals.
7.7

8 Restrictions on International Data
Transfers
Please describe any restrictions on the transfer of
personal data abroad.

Transfers of Personal Data from France to a country outside the EU
are prohibited, unless that country ensures a sufficient level of data
protection. A “transfer” includes the ability to access data from
outside the EU, e.g., viewing it on a computer screen from another
country.
8.2

Please describe the mechanisms companies typically
utilise to transfer personal data abroad in compliance
with applicable transfer restrictions.

Typically, Personal Data may be transferred to a country outside
the EU if: (i) the law of that country has been recognised by the
European Commission as providing a sufficient level of data
protection; (ii) the data importer is a U.S. entity which is certified
under the U.S.-EU Safe Harbor framework; (iii) the data exporter
adduces sufficient safeguards by signing the European Commission’
Standard Contractual Clauses or adopting BCRs; or (iv) a relevant
derogation applies, including the express consent of the Data
Subject. The CNIL considers that the derogations can only be used
on an exceptional and specific basis and not for frequent or large
transfers of Personal Data.
8.3

Do transfers of personal data abroad require
registration/notification or prior approval from the
relevant data protection authority(ies)? Describe
which mechanisms require approval or notification,
what those steps involve, and how long they take.

Transfers of Personal Data outside the EU must be registered with
the CNIL but do not require a separate registration: Data Controllers
only need to complete the section on data transfers of the registration
form. In addition to registration, transfers of Personal Data based
on the European Commission’s Standard Contractual Clauses or
BCRs require the CNIL’s prior approval. In such cases, the CNIL
must issue its decision (authorising or not authorising the transfers)
within two months. In March 2015, the CNIL announced a new
procedure to facilitate registration requirements for data transfers
based on BCRs. According to this new procedure, the CNIL
will issue a single authorisation decision to each group that has
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implemented BCRs and wishes to participate in that procedure. The
group’s French affiliates bound by BCRs will then need to submit
a simplified registration covering all their data transfers based on
BCRs. They will no longer have to obtain the CNIL’s prior approval
for each of these data transfers.

9 Whistle-blower Hotlines
9.1

What are the maximum penalties for breaches of
applicable cookie restrictions?

The maximum penalty is €300,000.

8.1

France
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What is the permitted scope of corporate whistleblower hotlines under applicable law or binding
guidance issued by the relevant data protection
authority(ies)? (E.g., restrictions on the scope of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern.)

The CNIL considers that corporate whistle-blower hotlines are
internal reporting mechanisms, which must be limited in scope.
The CNIL issued a decision called Single Authorization AU-004
laying down specific requirements for corporate whistle-blower
hotlines that only allow reports in the following areas: (i) finance,
accounting, banking and anti-corruption; (ii) anticompetitive
practices; (iii) fight against discrimination and harassment in the
workplace; (iv) health, hygiene and security in the workplace; and
(v) protection of the environment.
9.2

Is anonymous reporting strictly prohibited, or
strongly discouraged, under applicable law or binding
guidance issued by the relevant data protection
authority(ies)? If so, how do companies typically
address this issue?

Anonymous reporting is discouraged. The CNIL’s Single Authorization
AU-004 emphasises that whistle-blowers must identify themselves
and that anonymous reports may only be processed exceptionally and
subject to conditions. Companies typically inform their employees
located in France that they should give their names when submitting a
report through the hotline.
9.3

Do corporate whistle-blower hotlines require separate
registration/notification or prior approval from the
relevant data protection authority(ies)? Please explain
the process, how long it typically takes, and any
available exemptions.

As a rule, corporate whistle-blower hotlines require the CNIL’s prior
approval. The CNIL must issue its decision within two months.
However, if the corporate whistle-blower hotline complies with all
the requirements of the CNIL’s Single Authorization AU-004, only a
prior simplified registration needs to be filed with the CNIL. In this
case, the corporate whistle-blower hotline can be implemented as
soon as the company has received a receipt from the CNIL. In 2013,
the CNIL sent such receipt within an average of 2 days of filing the
simplified registration.

10		 CCTV and Employee Monitoring
10.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data
protection authority(ies)?

The use of CCTV requires separate registration with the CNIL if
CCTV records a place not open to the public (such as storage areas,
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areas dedicated to staff members, etc.). If CCTV records a place
open to the public (entrance and exit areas for the public, sales
counters, etc.), the use of CCTV must be approved by the prefect of
the French department concerned.
10.2 What types of employee monitoring are permitted (if
any), and in what circumstances?

Employers may control and limit the use of Internet and company
emails for the purpose of ensuring network security and limiting
risks of abuse of a too personal use of Internet and company emails.
Employers may have access to professional emails of an employee
and review the websites visited by him or her, even if the employee
is not present. However, employers may not freely consult emails
that employees have clearly identified as “private” or “personal”,
even if the private use of professional IT tools has been strictly
forbidden.
An employer may also listen to or record employee phone calls,
e.g., for training, performance or quality purposes. However, such
listening/recording should not be permanent and employees should
be able to disconnect the recording function to receive or make
private calls.
Further, employers may install GPS in company vehicles for limited
purposes, and incidentally, for monitoring working time, when this
cannot be achieved by other means. However, GPS may not be used
to monitor compliance with speed restrictions and to permanently
monitor an employee.
10.3 Is consent or notice required? Describe how
employers typically obtain consent or provide notice.

Consent is generally not considered valid in an employment context.
However, notice is required. Each individual employee must
be provided notice by any appropriate written means, such as IT
guidelines, individual mail, a clause in the employment contract,
etc.
10.4 To what extent do works councils/trade unions/
employee representatives need to be notified or
consulted?

Employee representatives must be consulted before implementing
monitoring technologies.
10.5 Does employee monitoring require separate
registration/notification or prior approval from the
relevant data protection authority(ies)?

In most cases, employee monitoring requires separate registration.

11		 Processing Data in the Cloud
11.1 Is it permitted to process personal data in the cloud?
If so, what specific due diligence must be performed,
under applicable law or binding guidance issued by
the relevant data protection authority(ies)?

Processing Personal Data in the Cloud is permitted. In June 2012,
the CNIL published practical recommendations for companies that
consider using Cloud computing services, such as the need to conduct
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proper risk assessment in order to define the security measures to
be required from the Cloud provider or to be implemented within
the company, the need to identify which type of Cloud computing
services are relevant for the Processing envisaged, the need to
review internal security policies and procedures, etc. The CNIL also
suggested some model contractual clauses, which can be included in
Cloud computing agreements.
11.2 What specific contractual obligations must be
imposed on a processor providing cloud-based
services, under applicable law or binding guidance
issued by the relevant data protection authority(ies)?

France
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There are no specific contractual obligations under the DPA that
must be imposed on Data Processors providing Cloud-based
services, in addition to the general contractual obligations (see
question 3.1 above). The CNIL suggested some specific model
contractual clauses but their use is not mandatory.

12		 Big Data and Analytics
12.1 Is the utilisation of big data and analytics permitted?
If so, what due diligence is required, under applicable
law or binding guidance issued by the relevant data
protection authority(ies)?

The utilisation of Big Data and analytics is a reality and the CNIL
is currently considering the privacy challenges associated with Big
Data and how the principles of the DPA (see question 3.1 above)
may apply in this context.

13		 Data Security and Data Breach
13.1 What data security standards (e.g., encryption) are
required, under applicable law or binding guidance
issued by the relevant data protection authority(ies)?

The DPA requires Data Controllers to “take all useful precautions,
with regard to the nature of the data and the risks of the Processing,
to preserve the security of the data”. Specific standards are not
stipulated by law or binding guidance. However, the CNIL
published a set of non-binding guides to help Data Controllers to
choose the appropriate organisational and technical measures to
protect Personal Data.
13.2 Is there a legal requirement to report data breaches
to the relevant data protection authority(ies)? If so,
describe what details must be reported, to whom, and
within what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expects voluntary breach
reporting.

There is no general legal requirement to report data breaches to
the CNIL under the DPA. The DPA only requires providers of
publicly available electronic communications services to report
data breaches to the CNIL. The service providers must notify the
CNIL of any data breaches within 24 hours following their detection
by completing a specific notification form available on the CNIL’s
website. If the service providers do not have all the information
required to complete the form, they may make an initial notification
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to the CNIL within 24 hours following the detection of the breach
and then a supplementary notification within three days following
the initial notification.
13.3 Is there a legal requirement to report data breaches
to individuals? If so, describe what details must
be reported, to whom, and within what timeframe.
If no legal requirement exists, describe under
what circumstances the relevant data protection
authority(ies) expects voluntary breach reporting.

Only providers of publicly available electronic communications
services are required under the DPA to notify individuals of a data
breach. This requirement applies when the breach is likely to
adversely affect individuals’ personal data or privacy. In this case,
the service providers should notify the affected individuals without
delay. However, telecommunications service providers do not have
to notify the affected individuals when the CNIL has found that
the service providers implemented appropriate technical security
measures prior to the data breach. The CNIL has two months to
make this assessment. In the absence of any feedback from the
CNIL after that period, the service providers must immediately
inform the affected individuals if they have not already done so.
The CNIL expects other Data Controllers to notify individuals of
data breaches that may adversely affect them.

France
publishing it on its website and ordering its publication in French
journals, newspapers or other media.
Criminal sanctions:
In addition, the CNIL may refer the case to the French public prosecutor
or a Data Subject may raise a criminal complaint and a French judge
may impose a criminal sanction which may lead to up to five years’
imprisonment and a fine of up to €300,000 (for individuals) or a fine of
up to €1.5 million (if the company is held liable).
14.2 Describe the data protection authority’s approach
to exercising those powers, with examples of recent
cases.

The CNIL is regarded as being an active regulator. Nevertheless, the
CNIL usually issues a warning or serves formal notice on the Data
Controller to cease its non-compliance within a given deadline. The
CNIL imposes a fine only if the Data Controller does not comply
with the notice served within this deadline.
Examples of recent enforcement action brought by the CNIL:
■

In May 2013, the CNIL imposed a fine of €10,000 on PC
Consulting for having filmed its employees continuously
without their knowledge and for failing to implement
appropriate security measures. The CNIL had served formal
notice on the company, ordering it to cease its non-compliance
within one month. The company made representations
indicating that it would comply, but following inspection,
the CNIL found that the company had not honoured those
commitments and imposed a €10,000 fine.

■

In January 2014, Google Inc. was fined €150,000 for various
breaches of the DPA (such as the failure to provide complete
notice to Data Subjects). This is the highest fine imposed by
the CNIL to date.

■

In August 2014, the CNIL issued a public warning against
French telecommunications service provider, Orange, for
having failed to ensure the security and confidentiality of
its customers’ personal data. In April 2014, Orange notified
the CNIL of a data security breach due to a technical failure
of one of its data processors. Orange was sanctioned in
particular for not having carried out a security audit of the
application specifically developed by the data processor for
conducting Orange’s email marketing campaigns, prior to
using it.

14		 Enforcement and Sanctions
14.1 Describe the enforcement powers of the data
protection authority(ies):

Investigatory powers:
In 2014, the CNIL conducted 421 inspections. The CNIL can
conduct four types of investigations:
■

On-site inspections
On this occasion, the CNIL may have access to any materials
(servers, computers, applications, etc.) in which Personal
Data is stored. This type of inspection currently represents
the vast majority of inspections conducted by the CNIL.

■

Documentary inspections
These inspections allow the CNIL to obtain disclosure of
documents or files upon written request.

■

These inspections consist of summoning representatives of
organisations to appear at the CNIL in order to obtain any
necessary information.
■

Online inspections
Since March 2014, The CNIL may also remotely establish
breaches of the DPA. The CNIL conducted 58 online
inspections between October and December 2014 on a
number of issues, including organisations’ compliance
with its recent Recommendation on cookies and similar
technologies (see question 7.5 above).
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15		 E-discovery / Disclosure to Foreign 		
Law Enforcement Agencies

Hearing inspections

15.1 How do companies within France respond to foreign
e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

The collection and transfer of Personal Data are both Processing
activities which are required to comply with the key data protection
principles set out in the DPA (see question 3.1 above). Companies
typically must:

Administrative sanctions:

■

In case of violations of the DPA, the CNIL may impose an
administrative sanction, including: (i) a warning; (ii) a fine of up
to €150,000 (or up to €300,000 in the event of a repeat breach
within five years) if the CNIL has served formal notice on the Data
Controller to cease its non-compliance within a given deadline and
the Data Controller does not comply with the notice served; (iii)
an injunction to cease the Processing; or (iv) a withdrawal of the
authorisation granted. The CNIL may make its sanction public by

ensure that they have a legal basis to process the Personal
Data (typically, companies rely on their legitimate interest
to process the data; however, in the context of discovery,
this requires the data to be processed in accordance with the
Hague Convention and the French Blocking Statute);

■

ensure that only the necessary Personal Data are processed,
e.g., by using a filtering mechanism in France;

■

provide notice to Data Subjects at the time of recording their
data;
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ensure that the Personal Data are processed in compliance
with general obligations of secrecy and confidentiality and
only retained for the duration of the investigation/proceeding;
and

■

ensure that their existing registrations with the CNIL reflect
the transfer of Personal Data and that they have an appropriate
data transfer mechanism in place (see question 8.2 above).

15.2 What guidance has the data protection authority(ies)
issued?

In July 2009, the CNIL issued guidance on the transfer of Personal
Data in the context of discovery proceedings. The guidance reflects
the key data protection principles set out in the DPA (see question
3.1 above) which a Data Controller must adhere to when processing
Personal Data in the context of discovery.

16		 Trends and Developments
16.1 What enforcement trends have emerged during the
previous 12 months? Describe any relevant case law.

In March 2014, the CNIL’s investigative powers were strengthened
to allow the CNIL to identify remotely, from a computer connected
to the Internet, violations of the DPA. As a result, 2014 has seen a
slight increase in the number of inspections carried out by the CNIL
(421 inspections in 2014 compared to 414 in 2013). The CNIL also
served a higher number of formal notices on organisations to cease
their non-compliance within a given deadline (62 formal notices
served in 2014 compared to 57 in 2013). However, in most cases,
organisations complied with the CNIL’s notice and no sanction was
imposed. Over the past 12 months, the French Supreme Court has
also issued important rulings. In particular, the French Supreme
Court confirmed that (i) collecting personal data from social
networks is subject to Data Subjects’ prior information and consent,
(ii) professional contact details of an individual qualify as personal
data, and (iii) an employer can read SMS messages sent or received
by employees on company-issued devices, without the employees

being present, unless such SMS messages have been identified as
private.
16.2 What “hot topics” are currently a focus for the data
protection regulator?

Respect for Data Subjects’ rights, including the right to be delisted from search results, are still a key focus for the CNIL. Since
April 2015, the CNIL gives Data Subjects the option to file their
complaint online (on the CNIL’s website) in new cases, including
in case of difficulties to have their personal data deleted from
websites, blogs, forums, social networks or search engines or in case
of employees’ monitoring. The CNIL also continues to defend its
stance on a number of topics, including the proposed EU General
Data Protection Regulation. In this respect, the CNIL is developing
new tools to get organisations prepared for the new accountability
obligations that will be introduced by that Regulation. For
instance, in January 2015, the CNIL created a new seal on data
privacy governance procedures in order to assist organisations that
have appointed a Data Protection Officer in France to implement
measures, rules and best practices to process personal data in
compliance with data protection principles.
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