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Law and the regulatory authority

1 Legislative framework

Summarise the legislative framework for the protection 
of personally identifiable information (PII). Does your 
jurisdiction have a dedicated data protection law? Have any 
international instruments on privacy or data protection been 
adopted in your jurisdiction? 

The main data protection legislation is the Act on the Protection of Privacy 
in relation to the Processing of Personal Data of 8 December 1992 (the Data 
Protection Act), as well as the Royal Decree of 13 February 2001 imple-
menting the Data Protection Act (the Royal Decree). The Data Protection 
Act, which was significantly amended in 1998 and 2006, transposes Data 
Protection Directive 95/46/EC into Belgian law. 

Furthermore, the following international instruments on privacy and 
data protection also apply in Belgium: 
• the Council of Europe Convention 108 on the Protection of Privacy 

and Trans-border Flows of Personal Data;
• the European Convention on Human Rights and Fundamental 

Freedoms (article 8 on the right to respect for private and family life); 
and

• the Charter for Fundamental Rights of the European Union (article 7 
on the right to respect for private and family life and article 8 on the 
right to the protection of personal data). 

In addition to the general legislative framework for data protection out-
lined above, there is also sector-specific legislation relevant to the pro-
tection of PII. The Electronic Communications Act of 13 June 2005 (the 
Electronic Communication Act), for instance, imposes obligations on tel-
ecom operators and internet service providers regarding the use of location 
data and the notification of data security incidents.

2 Data protection authority

Which authority is responsible for overseeing the data 
protection law? Describe the investigative powers of the 
authority. 

The Belgian Commission for the Protection of Privacy, better known as the 
Privacy Commission, is responsible for overseeing compliance with pri-
vacy and data protection law in Belgium. Since 1 January 2004, the Privacy 
Commission has been an independent supervisory authority under the aus-
pices of the Belgian House of Representatives. The Privacy Commission 
consists of sixteen members, which are appointed for a renewable six-year 
mandate. The Privacy Commission’s powers include:
• issuing opinions and recommendations on any matters relating to the 

application of the fundamental principles of data protection, on its 
own initiative or at the request of the different governments and legis-
lators in Belgium;

• investigating privacy and data protection related complaints. In this 
respect, the Privacy Commission mainly plays a mediating role. If an 
amicable settlement cannot be reached, the Privacy Commission can 
issue an opinion on the legitimacy of the complaints, as well as specific 
recommendations directed to the controller;

• organising on-site investigations into potential privacy and data protec-
tion violations. For that purpose, members of the Privacy Commission 

have the status of Assistant Officers of the Public Prosecutor, and they 
have access to all places that may reasonably be linked to activities 
covered by the Data Protection Act. They can demand, among other 
things, the disclosure of any documents that may be of use for their 
investigation; and

• receiving and keeping a record of notifications submitted by control-
lers (or their local representatives) with regard to wholly or partly auto-
matic data processing operations carried out in Belgium.

The Privacy Commission itself cannot impose sanctions for privacy or data 
protection violations. Instead, it must inform the Public Prosecutor of such 
violations, and the Public Prosecutor can subsequently decide whether or 
not to press charges. However, in some cases the President of the Privacy 
Commission may submit privacy and data protection disputes to the Court 
of First Instance.

3 Breaches of data protection

Can breaches of data protection law lead to administrative 
sanctions or orders, or criminal penalties? How would such 
breaches be handled?

Breaches of data protection law can lead to civil or criminal penalties if the 
Privacy Commission decides to bring the case before the Court of First 
Instance or refer it to the Public Prosecutor. Unlawful processing of PII is 
punishable with fines up to €600,000, confiscation of the media contain-
ing the PII, erasure of the data or a prohibition to manage any PII process-
ing for a period of up to two years. The Belgian courts may also order the 
publication of their judgments in one or more newspapers. Any repeated 
violation of the Data Protection Act is punishable by a term of imprison-
ment of up to two years, and/or fines of up to €600,000. In addition, viola-
tions of Belgian privacy and data protection law may result in civil action 
for damages.

Scope

4 Exempt sectors and institutions

Does the data protection law cover all sectors and types of 
organisation or are some areas of activity outside its scope? 

The Data Protection Act is intended to cover all sectors and all types of 
organisations, but the following types of PII processing fall outside of its 
scope: 
• processing of PII by a natural person in the course of a purely personal 

or household activity, for example, a private address file, or a personal 
electronic diary;

• processing of PII solely for journalism purposes, or purposes of artistic 
or literary expression, if the processing relates to PII made public by 
the data subject or closely related to the public nature of the data sub-
ject or the facts involving the data subject;

• processing of PII by the State Security Service, or the General 
Intelligence and Security Service of the Armed Forces;

• processing of PII managed by public authorities with a view to the ful-
filment of their judicial police duties;

• processing of PII that is necessary to comply with anti-money launder-
ing laws; and

• processing of PII managed by the European Centre for Missing and 
Sexually Exploited Children.
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5 Communications, marketing and surveillance laws

Does the data protection law cover interception of 
communications, electronic marketing or monitoring and 
surveillance of individuals? If not, list other relevant laws in 
this regard.

The Data Protection Act generally applies to interception of communica-
tions, electronic marketing or monitoring and surveillance of individuals. 
In addition, these topics are addressed by specific laws and regulations, 
including:
• the Belgian Criminal Code, the Electronic Communications Act 

and Collective Bargaining Agreement No. 81 of 26 April 2002 on the 
monitoring of employees’ online communications (interception of 
communications);

• the Belgian Code of Economic Law, and the Royal Decree of  
4 April 2003 regarding spam (electronic marketing); and

• the Belgian Act of 21 March 2007 on surveillance cameras, the Royal 
Decree of 10 February 2008 regarding the signalling of camera sur-
veillance, the Royal Decree of 2 July 2008 regarding the registration of 
camera surveillance, and Collective Bargaining Agreement No. 68 of 
16 June 1998 regarding camera surveillance at the workplace (surveil-
lance of individuals).

6 Other laws

Identify any further laws or regulations that provide specific 
data protection rules for related areas.

The following legislation applies:
• The Belgian Act of 21 August 2008 on the establishment and organisa-

tion of the e-Health Platform (e-health records).
• Book VII of the Belgian Code of Economic Law on payment and credit 

services containing data protection rules for the processing of con-
sumer credit data (credit information).

7 PII formats

What forms of PII are covered by the law? 

The Data Protection Act applies to the processing of PII wholly or partly 
by automatic means, and to the processing otherwise than by automatic 
means of PII that forms part of a filing system (or is intended to form 
part of a filing system). ‘Filing system’ refers to any structured set of PII 
that is accessible according to specific criteria, whether centralised,  
de-centralised or dispersed on a functional or geographical basis.

8 Extraterritoriality

Is the reach of the law limited to data owners and data 
processors established or operating in the jurisdiction?

The Data Protection Act applies to processing of PII by a controller who is 
either established in Belgium (provided that the processing of PII is car-
ried out in the context of the activities of the establishment) or not estab-
lished in Belgium or another EU country, but who uses ‘means’ located on 
Belgian territory to process PII other than for transit purposes. ‘Means’ can 
refer to, for example, the use of service providers operating in Belgium. 

9 Covered uses of PII

Is all processing or use of PII covered? Is a distinction made 
between those who control or own PII and those who provide 
services to owners?

In principle, all types of PII processing fall within the ambit of the Data 
Protection Act, regardless of who is ‘controlling’ the processing or merely 
processing PII on behalf of a controller. The ‘controller’ is any natural or 
legal person, un-associated organisation or public authority that alone or 
jointly with others determines the purposes and means of the processing of 
PII. The concept of ‘processor’ refers to any natural person, legal person, 
un-associated organisation or public authority that processes PII on behalf 
of the controller, except for the persons who, under the direct authority of 
the controller, are authorised to process the data (eg, employees of the con-
troller). Processors are always external individuals or bodies. 

Legitimate processing of PII 

10 Legitimate processing – grounds

Does the law require that the holding of PII be legitimised 
on specific grounds, for example to meet the owner’s legal 
obligations or if the individual has provided consent? 

Controllers are required to have a legal basis for each PII processing activ-
ity. The Data Protection Act includes the following, exhaustive list of 
potential legal grounds for processing of PII:
• the individual (data subject) has unambiguously consented to the pro-

cessing of his or her PII;
• the processing is necessary for the performance of a contract to which 

the data subject is a party or in order to take steps at the request of the 
data subject prior to entering into a contract;

• the processing is necessary for compliance with an obligation to 
which the controller is subject under or by virtue of an act, decree or 
ordinance;

• the processing is necessary in order to protect the vital interests of the 
data subject;

• the processing is necessary for the performance of a task carried out in 
the public interest or in the exercise of the official authority vested in 
the controller or in a third party to whom the PII is disclosed; or

• the processing is necessary for the promotion of the legitimate inter-
ests of the controller (or the third party to whom the data is disclosed), 
provided that those interests are not overridden by the interests or fun-
damental rights and freedoms of the data subject.

For certain types of PII, more restrictive requirements in terms of legal 
basis apply (see question 11). 

11 Legitimate processing – types of data

Does the law impose more stringent rules for specific types of 
data? 

The processing of PII revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs or trade-union membership, as well as 
the processing of PII concerning sex life, is prohibited in principle, and can 
only be carried out if: 
• the data subject has given his or her written consent to such processing;
• the processing is necessary to carry out the specific obligations and 

rights of the controller in the employment law area;
• the processing is necessary to protect the vital interests of the data sub-

ject or of another person, where the data subject is physically or legally 
incapable of giving his or her consent;

• the processing is carried out by a foundation, association or any other 
non-profit organisation with political, philosophical, religious, health-
insurance or trade-union objectives, in the course of its legitimate 
activities; 

• the processing relates to PII that has been made public by the data 
subject; 

• the processing is necessary for the establishment, exercise or defence 
of legal claims;

• the processing is necessary for the purposes of scientific research (sub-
ject to certain conditions); 

• the processing is necessary to comply with social security laws;
• the processing is carried out in accordance with the Act of 4 July 1962 

on Public Statistics;
• the processing is necessary for the purposes of preventive medicine or 

medical diagnosis, the provision of care or treatment to the data sub-
ject or one of his relatives, or the management of health-care services 
in the interest of the data subject, provided that the PII is processed 
under the supervision of a health professional;

• the processing is carried out by an association with legal personality or 
an organisation of public interest whose main objective is the protec-
tion and promotion of human rights and fundamental freedoms; or

• the processing of PII is authorised (by an act, decree or ordinance) for 
another reason of substantial public interest.
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The processing of health-related PII is prohibited in principle, and can only 
be carried out if:
• the data subject has given his or her written consent to such processing; 
• the processing is necessary to carry out the specific obligations and 

rights of the controller in the employment law area;
• the processing is necessary to comply with social security laws;
• the processing is necessary for the promotion and protection of public 

health, including medical examination of the population;
• the processing is required (by an act, decree or ordinance) for reasons 

of substantial public interest;
• the processing is necessary to protect the vital interests of the data sub-

ject or another person, where the data subject is physically or legally 
incapable of giving his or her consent;

• the processing is necessary for the prevention of imminent danger or 
the mitigation of a specific criminal offence;

• the processing relates to PII that has been made public by the data 
subject;

• the processing is necessary for the establishment, exercise or defence 
of legal claims;

• the processing is necessary for the purposes of preventive medicine 
or medical diagnosis, the provision of care or treatment to the data 
subject or to one of his relatives, or the management of health-care 
services in the interest of the data subject, provided that the PII is pro-
cessed under the supervision of a health professional; or

• the processing is required for the purposes of scientific research (and 
carried out under certain conditions). 

The processing of litigation-related PII (including PII relating to suspi-
cions, prosecutions or convictions in criminal matters or administrative 
sanctions) is prohibited in principle and can only be carried out if the PII 
is processed: 
• under the supervision of a public authority or ministerial civil servant, 

provided the processing is necessary for the fulfilment of their duties;
• by other persons, if the processing is necessary to achieve purposes 

that have been established by law;
• by natural persons, private or public legal persons, to the extent that 

the processing is necessary to manage their own litigations;
• by lawyers or other legal advisors, to the extent that the processing is 

necessary for the protection of their clients’ interests; or
• because the processing is required for scientific research and carried 

out under specific conditions established by law.

Data handling responsibilities of owners of PII

12 Notification

Does the law require owners of PII to notify individuals whose 
data they hold? What must the notice contain and when must it 
be provided?

Controllers are required to provide notice to data subjects whose PII is 
processed. The Data Protection Act lists the information that must be pro-
vided to data subjects. If PII is obtained directly from the data subject, the 
controller (or its representative) must provide at least the following infor-
mation no later than the moment the PII is obtained:
• the name and address of the controller (and of its representative, if 

any);
• the purposes of the processing;
• the existence of the right to object, free of charge, to the intended PII 

processing for direct marketing purposes;
• the (categories of ) recipients of PII;
• whether it is compulsory to reply to requests for information and what 

the possible consequences of the failure to reply are;
• the existence of the right to access and rectify his or her PII; and
• other information dependent on the specific nature of the processing 

as specified by law.

If PII is not obtained directly from the data subject, the controller (or its 
representative) must provide, in addition to the information listed above, 
the categories of PII concerned. This information must be provided when 
collecting PII or, when PII is shared with a third party, at the very latest 
when the PII is first disclosed.

13 Exemption from notification

When is notice not required?

Notice is not required if data subjects have already received the informa-
tion mentioned in question 12. In addition, the controller is exempt from 
the duty to provide notice if: 
• informing the data subject proves impossible or would involve a dis-

proportionate effort, in particular in the context of statistical, histori-
cal or scientific research, or for the purpose of medical examination of 
the population with a view to protecting and promoting public health; 
or

• PII is recorded or provided to comply with legal provisions. 

14 Control of use

Must owners of PII offer individuals any degree of choice 
or control over the use of their information? In which 
circumstances?

The Data Protection Act includes a number of rights aimed at enabling 
data subjects to exercise choice and control over the use of their PII. In par-
ticular, data subjects are entitled to: 
• request the controller to provide information regarding the processing 

of their PII and communication of the PII in an intelligible form; 
• obtain, free of charge, the rectification of incorrect PII relating to 

them; 
• obtain, free of charge, the erasure of or the prohibition to use PII relat-

ing to them that is incomplete or irrelevant with a view to the purpose 
of the processing or where the recording, disclosure or storage of 
the PII is prohibited, or where it has been stored for longer than the 
authorised period of time;

• object to the intended processing of their PII, free of charge and with-
out reason, if PII is obtained for direct marketing purposes; 

• complain to the Privacy Commission, free of charge, and request that 
the Privacy Commission exercises their rights on their behalf; 

• not be subject to decisions having legal effects or significantly affect-
ing them, which are taken purely on the basis of automatic data pro-
cessing aimed at assessing certain aspects of their personality, unless 
the decision is taken in the context of an agreement or if it is based on 
a legal provision; and

• receive compensation from controllers for damage incurred as a result 
of a violation of the Data Protection Act, unless the controllers can 
prove that the facts that caused the damage cannot be ascribed to 
them.

15 Data accuracy

Does the law impose standards in relation to the quality, 
currency and accuracy of PII?

Under the Data Protection Act, controllers must ensure that the PII they 
collect and further process is adequate, relevant and not excessive in 
relation to the purposes for which it is collected or further processed. 
Furthermore, PII must be accurate and, where necessary, kept up-to-date. 
Every reasonable step must be taken to ensure that PII that is inaccurate 
or incomplete, with respect to the purposes for which it is collected or for 
which it is further processed, is erased or rectified. 

16 Amount and duration of data holding

Does the law restrict the amount of PII that may be held or the 
length of time it may be held? 

Controllers are required to limit the processing of PII to what is strictly nec-
essary for processing purposes. Pursuant to the data minimisation princi-
ple, PII collected and processed must be proportionate to the processing 
purposes. In terms of data retention requirements, PII must be kept in a 
form that allows for the identification of data subjects for no longer than 
necessary in light of the purposes for which the PII is collected or further 
processed. This means that, if a controller no longer has a need to identify 
data subjects for the purposes for which the PII was initially collected or 
further processed, the PII should be erased or anonymised.
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17 Finality principle

Are the purposes for which PII can be used by owners 
restricted? Has the ‘finality principle’ been adopted?

The Data Protection Act incorporates the ‘finality principle’ and therefore 
PII can only be collected for specified, explicit and legitimate purposes and 
must not be further processed in a way incompatible with those purposes. 
In its guidance concerning the registration of processing activities (see 
question 23), the Privacy Commission has identified a list of purposes that 
are considered legitimate.

18 Use for new purposes

If the finality principle has been adopted, how far does the law 
allow for PII to be used for new purposes? Are there exceptions 
or exclusions from the finality principle?

PII can be processed for new purposes as long as these are not incompat-
ible with the initial purposes for which the PII was collected, taking into 
account all relevant factors, especially the reasonable expectations of the 
data subject and any applicable legal and regulatory provisions. Under 
specific conditions established by the Royal Decree, further processing 
of PII for historical, statistical or scientific purposes is not considered 
incompatible. 

Security 

19 Security obligations

What security obligations are imposed on data owners and 
entities that process PII on their behalf? 

Controllers and their processors are required to implement appropriate 
technical and organisational measures to protect PII from accidental or 
unauthorised destruction, accidental loss, as well as from alteration, access 
and any other unauthorised processing. These measures must ensure an 
appropriate level of security taking into account the state of technological 
development in this field and the cost of implementing the measures on 
the one hand, and the nature of the PII to be protected and the potential 
risks related to the processing on the other hand. The more sensitive the 
PII and the higher the risks for the data subject are, the more precautions 
have to be taken. For example, the processing of health-related PII outside 
a medical context (eg, by a life insurance company) should be subject to 
stricter security measures. 

In 2013, the Privacy Commission issued non-binding guidance by 
means of a ‘Recommendation’ on information security and, in particu-
lar, working with computer files. The Recommendation supplements and 
builds on two previously issued guidance documents from the Privacy 
Commission: the 2012 Reference Measures for the Security of Any 
Personal Data Processing Operation and the 2012 Guidelines Relating to 
Information Security of Personal Data. Jointly, these three guidance docu-
ments are intended to assist controllers and processors in their efforts 
to implement suitable security measures in compliance with the Data 
Protection Act. 

20 Notification of security breach

Does the law include obligations to notify the regulator or 
individuals of breaches of security? 

The Electronic Communications Act imposes a duty on providers of 
publicly available electronic communications services to notify security 
breaches, under certain conditions, to the Privacy Commission. The notifi-
cation should contain the following information: 
• the nature of the security breach;
• the consequences of the breach;
• details of the person or persons who can be contacted for more infor-

mation concerning the breach;
• measures suggested or implemented by the controller to address the 

breach; and 
• measures recommended to mitigate the negative effects of the secu-

rity breach. 

Where feasible, the notification should be done within 24 hours after detec-
tion of the breach. In case the controller does not have all required infor-
mation available within this timeframe, it can complete the notification 
within 72 hours after the initial notification. The Privacy Commission has 

published a template form on its website to accommodate companies in 
complying with their data breach notification obligations.

Except for the notification duty in the Electronic Communications 
Act, there is currently no general breach notification obligation. However, 
the Privacy Commission strongly recommends all types of controllers to 
notify security breaches. It has published a separate template form on its 
website to be used by controllers other than providers of electronic com-
munication services for purposes of notifying security breaches. The 
Privacy Commission expects controllers to report the causes and impact 
of a breach incident within 48 hours of discovery and, in some cases, to 
notify affected individuals as well. Failure to notify in the event of a secu-
rity incident could trigger liability under Belgian data protection law. Upon 
notification, the Privacy Commission will generally conduct a formal 
investigation into the security incident, and examine how PII was pro-
cessed and protected prior to the incident. 

Although the Privacy Commission has taken the position that notify-
ing security incidents is strongly recommended, the Privacy Commission 
acknowledges that notification is not necessary if: (i) it is clear from the 
circumstances that the incident will not affect the privacy or PII of the 
individuals concerned; (ii) the controller can demonstrate that the PII was 
encrypted or otherwise protected so that the PII is not ‘useful’ in the hands 
of third parties; or (iii) affected individuals have been informed immedi-
ately of the scope and consequences of the security incident, provided that 
only a limited number of individuals were affected (not more than 100) 
and no ’sensitive’ PII (eg, health-related PII) was involved.

Internal controls

21 Data protection officer

Is the appointment of a data protection officer mandatory? 
What are the data protection officer’s legal responsibilities?

The appointment of a data protection officer is not mandatory except in 
limited cases where a prior authorisation of the Privacy Commission is 
required for the data processing activity (eg, for processing PII from certain 
government databases).

Nevertheless, the Privacy Commission recommends controllers to 
appoint a person responsible for the implementation of the organisation’s 
information security policy (a data protection officer) where the nature of 
the personal data processed justifies such information security measure. 
The main task of the data protection officer is to ensure that the various 
responsibilities with regard to information security (prevention, supervi-
sion, detection and processing) have been clearly defined and that the per-
sons in charge of information security within the organisation can operate 
autonomously and independently.

22 Record keeping

Are owners of PII required to maintain any internal records or 
establish internal processes or documentation? 

The Data Protection Act does not provide any explicit obligations to main-
tain internal records or establish internal processes or documentation, 
unless sensitive PII is processed. In the latter case, the controller or proces-
sor must keep a list of categories of individuals having access to such PII 
with a precise description of their function with respect to the data process-
ing activity. This list should be available to the Privacy Commission.

Furthermore, the Privacy Commission’s recommendations on infor-
mation security provide that controllers should have complete and cen-
tralised documentation relating to information security within their 
organisation, which is updated on a regular basis and contains at least the 
following information: 
• the identity of the data protection officer (if any); 
• an information security policy; 
• an overview of the implemented security measures; 
• an inventory of the PII being processed, its location and the operations 

performed on it; 
• a list with the names of the bodies or designated individuals having 

access to the PII; 
• a description of the system and network configuration; 
• technical documentation about the security controls that are 

implemented; 
• a schedule of planned operations; 
• an intrusion detection policy; 
• security control test plans; 
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• incident reports; and 
• audit reports, if any.

Registration and notification

23 Registration

Are owners and processors of PII required to register with the 
supervisory authority? Are there any exemptions?

As a general rule, controllers (as opposed to processors) are required to 
register their data processing activities with the Privacy Commission. 
A number of data processing activities are, however, exempted from the 
general registration obligation provided that certain conditions are met. 
For example, PII processing for the following purposes may not require 
registration: payroll management, employee administration, account-
ing, administration of shareholders and partners, customer and supplier 
management, communication purposes and access control. Furthermore, 
exemptions to the general registration obligation exist for certain data pro-
cessing activities of non-profit organisations, educational organisations 
and public authorities.

24 Formalities

What are the formalities for registration?

Controllers can register their data processing activities by completing an 
online registration form on the Privacy Commission’s website or by sub-
mitting a paper registration form (which can be downloaded from the 
Privacy Commission’s website).

The following information needs to be provided in the registration 
form: 
• identification details of the controller (such as name, corporate 

address, legal form, etc);
• name of the data processing;
• purposes of the data processing;
• categories of PII processed;
• legal basis for the data processing;
• categories of data recipients and measures implemented to secure the 

disclosure of PII to these data recipients;
• means of informing the data subjects about the processing of their PII;
• person or department that data subjects can contact to exercise their 

rights and measures implemented by the controller to facilitate data 
subjects in exercising their rights;

• retention period of each category of PII;
• description of the information security measures implemented by the 

controller;
• international data transfers (including legal basis – eg, EU Model 

Contracts – for international data transfers to non-adequate countries 
outside the EU); and 

• details of the contact person and signatory of the registration form.

After submitting the registration form, the controller is required to pay a 
registration fee of €25 for online registrations or €125 for paper registrations.

Registrations do not need to be renewed periodically, but they must be 
updated if their content is no longer accurate. 

25 Penalties

What are the penalties for a data owner or processor for failure 
to make or maintain an entry on the register?

Not complying with the registration obligation may lead to criminal fines 
ranging between €600 and €600,000. In case of recidivism, the control-
ler may, in addition to a fine, be convicted to imprisonment of up to two 
years. The courts can also order the publication of their judgment in one or 
more newspapers, the confiscation of data storage media and the erasure 
of PII. In addition, the courts can prohibit the convicted person from man-
aging any processing of PII for a period of up to two years. 

26 Refusal of registration

On what grounds may the supervisory authority refuse to allow 
an entry on the register? 

The Privacy Commission may refuse a registration if the information pro-
vided in the registration form is not complete or the registration fee has 
not been paid.

27 Public access

Is the register publicly available? How can it be accessed?

A public register is available online on the Privacy Commission’s website 
(https://eloket.privacycommission.be/elg/searchPR.htm?eraseResults=t
rue&siteLanguage=nl). This register is also available at the offices of the 
Privacy Commission and individuals can request an extract from the pub-
lic register by letter. 

28 Effect of registration

Does an entry on the register have any specific legal effect?

Controllers may initiate their PII processing activities as soon as the 
required registrations have been completed. Registrations as such do 
not exempt a controller from any of its other obligations under the Data 
Protection Act. Controllers need to ensure that their processing activi-
ties are in line with the submitted registrations (eg, only process PII for 
the purposes identified in the registration) and should inform the Privacy 
Commission of any changes to the registered processing activities. 

Transfer and disclosure of PII

29 Transfer of PII

How does the law regulate the transfer of PII to entities that 
provide outsourced processing services?

When a controller outsources data processing activities to a third party (ie,  
the processor), it should put in place a (written or electronic) agreement 
with the processor that specifies:
• the technical and organisational information security measures to be 

implemented by the processor;
• the processor’s liability towards the controller; and
• the processor’s obligation to only process the PII in accordance with 

the controller’s instructions.

30 Restrictions on disclosure

Describe any specific restrictions on the disclosure of PII to 
other recipients.

In general, there are no specific restrictions on the disclosure of PII other 
than the restrictions resulting from the general data protection principles 
(such as notice and purpose limitation). Health-related PII can, however, 
only be disclosed to health professionals (and their agents and assign-
ees) bound by a secrecy obligation, unless the data subject has given his 
or her written consent for the disclosure or if the disclosure is necessary 
to prevent an imminent danger or to suppress a specific criminal offence. 
Furthermore, data subjects may submit a request to the President of the 
Court of First Instance to issue an injunction prohibiting the disclosure of 
PII. 

31 Cross-border transfer

Is the transfer of PII outside the jurisdiction restricted? 

PII can be transferred freely to other countries within the EEA, as well 
as to countries recognised by the European Commission as providing an 
‘adequate level of data protection’ (see http://ec.europa.eu/justice/data-
protection/document/international-transfers/adequacy/index_en.htm for 
a list of countries deemed to be providing an adequate level of data protec-
tion). This includes transfers of PII to companies in the US that have certi-
fied to the EU-US Safe Harbor Framework.

Transferring PII to countries outside the EEA that are not recognised 
as providing an ‘adequate level of data protection’ is prohibited, unless:
• the data subject has unambiguously given his or her consent to the pro-

posed transfer;
• the transfer is necessary for the performance of a contract between 

the data subject and the controller or for the implementation of pre-
contractual measures taken in response to the data subject’s request;

• the transfer is necessary for the conclusion or performance of a con-
tract concluded or to be concluded between the controller and a third 
party in the interest of the data subject;

• the transfer is necessary or legally required in light of the public inter-
est, or for the establishment, exercise or defence of legal claims;

• the transfer is necessary in order to protect the vital interests of the 
data subject; or
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• the transfer is made from a register that is open to consultation either 
by the public in general or by any person who can demonstrate a legiti-
mate interest.

In addition to the exemptions listed above, cross-border transfers to non-
adequate countries can be authorised by the Minister of Justice (via Royal 
Decree) if the controller has implemented measures to ensure that the PII 
receives an adequate level of data protection and data subjects are able 
to exercise their rights after the PII has been transferred. Such measures 
include the execution of a data transfer agreement or implementation of 
Binding Corporate Rules. Prior authorisation by the Minister of Justice 
is, however, not required if the controller has executed the ‘Standard 
Contractual Clauses’ approved by the European Commission.

32 Notification of transfer

Does transfer of PII require notification to or authorisation 
from a supervisory authority?

In general, cross-border data transfers do not need to be notified to the 
Privacy Commission. However, if the controller is required to register its 
data processing activities with the Privacy Commission, any cross-border 
data transfers, as well as the legal grounds for transfers to countries not 
providing an adequate level of data protection, must be indicated in the 
registration.

As mentioned in question 31, prior authorisation by the Minister of 
Justice is required if the controller relies on Binding Corporate Rules or an 
ad hoc data transfer agreement to legitimise the transfer of PII to non-ade-
quate countries. Such authorisation is not required when the controller has 
guaranteed an adequate level of data protection by executing the Standard 
Contractual Clauses approved by the European Commission. In the latter 
case, a copy of the executed Standard Contractual Clauses must be submit-
ted to the Privacy Commission for review. 

33 Further transfer

If transfers outside the jurisdiction are subject to restriction 
or authorisation, do these apply equally to transfers to service 
providers and onwards transfers? 

The restrictions and authorisation requirements described in questions 31 
and 32 apply regardless of whether PII is transferred to a service provider 
(ie, processor) or another controller. 

The restrictions and requirements applicable to onward PII transfers 
depend on the legal regime in the jurisdiction where the data importer 
is located, unless the PII is transferred on the basis of the Standard 
Contractual Clauses or the EU-US Safe Harbor Framework (which contain 
specific requirements for onward data transfers).

Rights of individuals

34 Access

Do individuals have the right to see a copy of their personal 
information held by PII owners? Describe any limitations to 
this right. 

Data subjects have a right to ‘access’ the PII that a controller holds about 
them. 

When a data subjects exercises his or her right of access (by sending a 
signed and dated access request together with proof of his or her identity), 
the controller is required to provide the following information to the data 
subject: 
(i) confirmation as to whether the controller processes the data subject’s 

PII;
(ii) the purposes for which his or her PII is processed; 
(iii) the nature and origin of the PII processed; 
(iv) the categories of individuals to whom his or her PII is or has been 

provided; 
(v) the logic involved in any automated decision making (if any); and 
(vi) the existence of the right to object to the processing or request rectifi-

cation or deleting of his or her PII, as well as the possibility to initiate 
a proceeding before the President of the Court of First Instance and to 
consult the public register of the Privacy Commission. 

The controller should also provide the PII to the data subject in an intelli-
gible form. This does not necessarily imply that the data subject is entitled 

to receive a copy of his or her PII or to have direct access to the file that 
contains his or her PII. Controllers can freely choose how they provide this 
information to the data subject.

Limitations to the right of access exist for PII processed: 
• by certain public authorities, including police services and tax 

authorities;
• in the context of the application of anti-money laundering legislation; 
• for journalistic, artistic or literary purposes, where providing access 

would compromise the intended publication or reveal information 
sources;

• in the medical file of a patient; and
• in the context of medical-scientific research.

35 Other rights

Do individuals have other substantive rights?

In addition to the right of access described above, data subjects have the 
following rights.

Correction and deletion
Data subjects are entitled to obtain, free of charge, the rectification of 
incorrect PII relating to them. Furthermore, data subjects have the right 
to request the erasure of or the prohibition to use all PII that is incomplete 
or irrelevant with a view to the purpose of the processing, or where the 
recording, disclosure or storage of the PII is prohibited, or where it has 
been stored for longer than the authorised period of time.

Objection to processing
Individuals have the right to object to the processing of their PII for sub-
stantial and legitimate reasons related to their particular situation, unless 
the processing is necessary for the performance of a contract to which the 
data subject is a party or in order to take steps at the request of the data sub-
ject prior to entering into a contract, or compliance with a legal obligation 
to which the controller is subject. Data subject are in any event (ie, without 
any specific justification) entitled to object to the processing of their PII for 
direct marketing purposes.

Complaint to relevant supervisory authorities and enforce rights 
in court
Data subjects are entitled to request the Privacy Commission to exercise 
their rights on their behalf. Furthermore, they can initiate proceedings 
before the President of the Court of First Instance when their rights have 
not been respected by the controller.

Automated decision making
Data subjects also have the right not to be subject to decisions having legal 
effects or significantly affecting them, which are taken purely on the basis 
of automatic data processing aimed at assessing certain aspects of their 
personality, unless the decision is taken in the context of an agreement or 
if it is based on a legal provision.

Update and trends

Over the past year, there have been several indications that the 
Belgian government is taking data protection seriously and is 
looking to strengthen the enforcement of the Data Protection Act. 
For instance, the recently appointed Secretary of State for Privacy, 
Bart Tommelein, has announced that a new law will be adopted 
before the end of 2015, which will enable the Privacy Commission 
to impose administrative fines (expected to range from €250 
to €20,000 depending on the type of violation) on controllers. 
Furthermore, in June 2015, the Privacy Commission initiated court 
proceedings against Facebook to put a halt to alleged violations 
of the Data Protection Act (in particular, Facebook’s tracking of 
individuals through social plug-in cookies without prior consent). 
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36 Compensation

Are individuals entitled to monetary damages or compensation 
if they are affected by breaches of the law? Is actual damage 
required or is injury to feelings sufficient?

Data subjects are entitled to receive compensation from controllers if they 
have suffered damages as a result of a violation of the Data Protection Act. 
Controllers will only be exempt from liability under the Data Protection 
Act if they are able to prove that the facts that caused the damage cannot 
be ascribed to them.

37 Enforcement

Are these rights exercisable through the judicial system or 
enforced by the supervisory authority or both?

The Privacy Commission can act as mediator between data subjects and 
controllers, and can address recommendations to controllers (with a view 
to ensuring the latter’s compliance with the Data Protection Act), but it has 
no actual enforcement power. Enforcement of data subjects’ rights is only 
possible through legal action before the courts.

Exemptions, derogations and restrictions

38 Further exemptions and restrictions

Does the law include any derogations, exclusions or limitations 
other than those already described? Describe the relevant 
provisions.

No. 

Supervision

39 Judicial review

Can data owners appeal against orders of the supervisory 
authority to the courts?

Controllers cannot appeal against the decisions of the Privacy Commission, 
as these are not legally binding.

40 Internet use

Describe any rules on the use of ‘cookies’ or equivalent 
technology.

In general, cookies or any other type of information can only be stored or 
accessed on individuals’ equipment provided that the individuals have 

consented after having been informed about the purposes of such stor-
age or access and their rights with regard to the processing of their PII. 
However, individuals’ opt-in consent is not required if the access to or stor-
age of information on their equipment is for the sole purpose of carrying 
out the transmission of a communication over an electronic communica-
tions network, or strictly necessary to provide a service explicitly requested 
by the individual.

On 4 February 2015, the Privacy Commission issued practical guid-
ance on the cookie consent requirements, which clarifies how companies 
should inform individuals about and obtain their consent for the use of 
cookies, as well as the types of cookies that are exempted from the consent 
requirement.

41 Electronic communications marketing

Describe any rules on marketing by e-mail, fax or telephone.

Apart from the general rules on marketing practices and specific rules on 
marketing for certain products or services (eg, medicines and financial ser-
vices), there are specific rules for marketing by e-mail, fax and telephone:

Marketing by electronic post
Sending marketing messages by electronic post (eg, e-mail or SMS) is 
only allowed with the prior, specific, free and informed consent of the 
addressee. However, provided that certain conditions are fulfilled, elec-
tronic marketing to legal persons and existing customers is exempt from 
the opt-in consent requirement. In any event, electronic marketing mes-
sages should inform the addressee about his or her right to opt-out from 
receiving future electronic marketing and provide an appropriate mean to 
exercise this right electronically. In addition to the consent requirement, 
Belgian law sets out specific requirements concerning the content of elec-
tronic marketing messages, such as the requirement that electronic mar-
keting should be easily recognisable as such and should clearly identify the 
person on whose behalf it is sent. 

Marketing by automated calling systems and fax
Direct marketing by automated calling systems (without human interven-
tion) and fax also requires the addressees’ prior, specific, free and informed 
consent. Furthermore, the addressee should be able to withdraw his or her 
consent at any time, free of charge and without any justification. 

Marketing by telephone
Belgian law explicitly prohibits direct marketing by telephone to indi-
viduals who have registered their telephone number with the Do Not Call 
register. 
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