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The Data  
Sharing Review 
— raising the    
spectre of 
tougher  
enforcement  
in the UK 

T he last nine months have 
marked an extraordinary 
period for data protection 
enforcement in the UK. 

In the immediate aftermath of the 
discovery of now infamous HMRC 
data loss, there was extraordinary 
public outrage at the cavalier fash-
ion in which HMRC had shared 
personal information, and a sense  
of disbelief that the Information 
Commissioner (‘Commissioner’) pos-
sessed only rudimentary enforce-
ment powers with which to respond 
to the breach.    
 
Attention has increasingly focused 
on the amount of data sharing tak-
ing place within both the public and 
private sectors. Advances in tech-
nology have made data sharing 
easy, but have also promoted a more 
collaborative style of working. Fre-
quently collaboration is on an infor-
mal basis, extending across organi-
sations. Within the public sector, 
the government has pursued an     
e-government strategy, resulting in 
increased data sharing. Within the 
private sector, the pressure to re-
spond quickly to, and even antici-
pate, consumer demand, has led to 
sophisticated data mining and con-
sumer profiling. All of these activi-
ties have been supported by technol-
ogy which enables vast quantities  
of data to be collected, used, stored 
and shared — all quickly, cheaply 
and often without much thought.   
 
The Data Sharing Review 
(‘Review’), commissioned by the   
UK government just prior to the 
HMRC data breach in October  
2007, and published on 11th July 
2008, contains radical proposals   
for strengthening the enforcement 
powers of the Commissioner. The 
Review, together with the subse-
quent immediate steps taken by  
the government detailed below,  
suggest that more proactive        
enforcement of the Data Protection 
Act 1998 (‘DPA’) is inevitable.  
 
 
The terms of reference 
 
Dr Mark Walport and Richard   
Thomas led the Review into how 
personal information is shared in 
the public and private sectors.  
Their terms of reference were to: 
 

�� consider whether there should 

be any changes to the way the 
DPA operates in the UK and 
the options for implementing 
any such changes; and 

 

�� provide recommendations on 
the powers and sanctions   
available to the Commissioner 
and the courts in legislation 
governing data sharing         
and data protection; and  

 

�� provide recommendations on 
how an organisations’ data 
sharing policy should be       
developed in a way that       
ensures proper transparency, 
scrutiny and accountability.  

 

The authors concluded that changes 
are necessary in five key areas: 
 

(i) the transformation of organisa-
tions’ culture insofar as how 
they influence the way personal 
data is collected and used;  

 

(ii) the legal framework governing 
data sharing;  

 

(iii) the effectiveness of the Infor-
mation Commissioner’s Office 
(‘ICO’) which oversees data 
sharing; 

 

(iv) the existing mechanisms that 
enable research and statistical 
analysis for the public benefit, 
whilst safeguarding the privacy 
of individuals; and 

 

(v) the safeguarding of personal 
information held in publicly 
available sources. 

 
Specific recommendations were 
made in relation to each of the ar-
eas. This article focuses on the first 
three of the five numbered above.  
 
 
Initial considerations  
—should personal data 
be shared? 
 
Within the public sector in the    
UK, there has been a growing focus 
on how data sharing may be       
facilitated, but less focus on how 
data are collected and whether  
data should, in fact, be shared at 
all.  The process of collecting data 
will often determine whether and,  
if so, to what extent data may be 
shared. Many organisations simply 
assume that they are entitled to 
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share the personal data that they hold. 
Consumers generally resent this.   
 
In this context, the Review notes that 
peoples’ attitudes to data sharing are 
influenced by the degree to which they 
feel that they have real choice and a 
degree of control over the collection  
and use of their data. These factors are 
frequently overlooked by organisations, 
yet public trust and confidence are 
strengthened by clear identification     
of who is responsible for handling the 
data and who is accountable for it. The 
Review urges organisations to focus on 
the question of whether data sharing is 
appropriate in the particular context 
and, as part of this assessment, to con-
sider five factors: proportionality; con-
sent; legal ambiguity; guidance; and 
people/training. While there is no single 
test for determining when it will be 
appropriate to share 
personal data, the 
Review encourages 
organisations to 
think carefully, in 
each case, about why 
it is necessary to 
share data and what 
impact the data 
sharing may have on 
privacy. Undertak-
ing a structured pri-
vacy impact assess-
ment can help an 
organisation to an-
ticipate and deal 
with any privacy 
issues.    
 
The Review also ac-
knowledges that 
there is no generally 
held consensus as to 
the degree of choice 
and/or control which 
an individual should 
be able to exercise in 
relation to the sharing of their personal 
information. Where possible, people 
should be asked to consent to sharing 
but this will not always be practical, 
meaningful or appropriate (i.e. in the 
context of law enforcement). The issue 
of consent needs to be considered in 
context. Consent will be most relevant 
in a ‘provision of services’, rather than 
a ‘public protection and law enforce-
ment’ context. In the former, real 
choices can be made, although the Re-
view does provide the caution that 
where consent is used, it must be trans-
parent and understandable. Particular 

criticism is made of consent which is 
false or uninformed, i.e. standard terms 
which offer no real choice to an individ-
ual.   
 
 
How should data be 
shared? 
 
It was the manner in which HMRC 
shared data, rather than the decision  
to share the data, which was the focus 
of the many criticisms made of HMRC 
in the Poynter Report (see Privacy & 
Data Protection Journal, Volume 8, 
Issue 7, pages 7— 8). Staff at HMRC 
relied on the fact that data had been 
shared before, without examining the 
specific facts. Further, there were mul-
tiple points of contact within HMRC 
which led to inconsistency, security  
was a low priority, ‘surplus’ data were 

not redacted, and the 
data sharing was not 
formally authorised. 
These failings were fatal. 
In contrast, the Review 
encourages organisa-
tions to consider the fol-
lowing four factors when 
considering how to share 
data:  
 

�� Leadership, ac-
countability and cul-
ture: there must be sen-
ior leadership responsi-
bility for personal data. 
Unlike the US environ-
ment, responsibility for 
data protection in the 
UK is too often given to 
a junior member of staff. 
Responsible handling of 
personal data must be 
part of an organisation’s 
culture, and requires the 
visible support of senior 
leadership.   
 

�� Transparency: people must be 
informed about the purposes for 
which their data will be processed. 
Usually a ‘fair processing’ state-
ment or privacy notice serves this 
purpose, but frequently these no-
tices are vague, complicated and 
too long. Notices should be clear, 
people should be able to access the 
data which is held about them, and 
people should be told that data are 
processed by third parties. The 
Review goes as far as to suggest 
that rather than simply indicating 
that data will be shared with 

‘selected third parties’, organisa-
tions should publish a list of the 
third parties with whom they share 
data.  

 

�� Technology: the Review encour-
ages organisations to use technol-
ogy to enhance data security along-
side acknowledging that the power 
of technology may also serve to 
increase the risk of data being com-
promised. The Review deliberately 
steps away from adopting a pre-
scriptive approach to possible tech-
nical solutions. 

 

�� Cultural barriers to sharing: 
the Review notes that confusion 
and misunderstanding appear to be 
the main barriers to data sharing.  

 
 
Enforcing the DPA —   
powers and resources of 
the regulator  
 
One of the most significant sections     
of the Review is the discussion of the 
Commissioner’s powers and resources.  
These powers are widely regarded as 
inadequate and insufficient. There is    
a common perception that data protec-
tion enforcement in the UK lacks teeth. 
Consequently, there is a widespread 
perception that if an organisation 
breaches the DPA, they will escape 
sanction. This perception looks set to  
be challenged.   
 
The recently enacted Criminal Justice 
& Immigration Act 2008 (‘CJIA’) 
amended the DPA to give the Commis-
sioner the power to impose substantial 
fines on an organisation which breaches 
the Data Protection Principles deliber-
ately or recklessly in a manner likely to 
cause substantial damage or distress. 
The Review recommends that the fines 
imposed by the Commissioner should 
mirror those which may be imposed by 
the Financial Services Authority 
(‘FSA’), and that the powers should be 
brought fully into effect by 8th Novem-
ber 2008.  
 
The Review also makes the case for 
creating a ‘realistic threat’ of regulatory 
inspections, spot checks or audits to 
incentivise organisations to take their 
obligations seriously. (At present, the 
Commissioner requires the consent of 
an organisation before an inspection or 
audit may be undertaken.) Further, the 
Review contains the recommendation 
that the notification fees, which fund 
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the ICO’s caseload, should be in-
creased from £35 per annum.     
 
 
Key recommendations in 
the Review —  
 
1. Cultural changes 
 
According to the Review, organisations 
handling significant amounts of data 
should indicate in their corporate gov-
ernance arrangements where owner-
ship and accountability lie for per-
sonal information. Organisations 
should also review their internal con-
trols over data on an annual basis, 
report to their shareholders (if rele-
vant), and promote transparency by: 
 

�� ensuring privacy notices are 
drafted in plain English and 
prominently displayed; 

 

�� ensuring privacy notices state 
what data are held, why, how 
data are used, who can access 
data, with whom data are shared, 
and for how long data are re-
tained; 

 

�� publishing a list of organisations 
with which or to which they share, 
exchange, or sell personal infor-
mation; 

 

�� using clear language when asking 
people to consent to sharing data; 

 

�� enabling people to inspect, correct 
and update their information; and 

   

�� reviewing and enhancing staff 
training on handling personal 
information. 

 
 
2. Legal framework 
 
The UK government should, says the 
Review, assume a leadership role in 
promoting reform of EU data law. Pro-
vision should be made for a statutory 
fast track procedure to remove or mod-
ify existing legal barriers to data shar-
ing, including a requirement to obtain 
an opinion from the Commissioner as 
to the compatibility of the proposed 
sharing with data protection require-
ments.  
 
The Commissioner should also have a 
statutory duty to publish a data     
sharing code of practice.  
 
 

3. Regulatory body  
 
 
In addition to calls for the CJIA to be 
fully in force by 8th November 2008, 
and the proposals that fines mirroring 
those imposed by the FSA, the Review 
recommends that organisations notify 
the Commissioner of significant data 
breaches. Further, where substantial 
damage or distress is likely, the     
Review states that the Commissioner 
should be able to take into account 
any failure to notify when setting any 
penalty for breach. The Commissioner 
should also have statutory powers to 
enter premises to carry out an        
inspection. 
 
The Review states that annual        
registration fees for data controllers 
should be increased, adopting a tiered 
approach based on the size of the   
organisation. 
 
Finally, the Review calls for the    
regulatory body to be reconstituted as 
a multi member Information Commis-
sion, rather than a sole Commissioner. 
 
 
Next steps — inspection 
powers and funding   
 
Just ten days after the Review was 
published, the Ministry of Justice  
responded by publishing a consulta-
tion paper on two of the key recom-
mendations contained in the Review: 
the proposal for the Commissioner to 
have increased inspection powers,   
and the proposal to review funding 
arrangements.  
 
In its consultation paper, the govern-
ment has proposed that data control-
lers should have the option, when they 
register with the Commissioner, to 
consent to a good practice assessment 
(‘GPA’). If the controller then suffers   
a serious data breach, the fact of prior 
consent to a GPA will exempt it from 
being fined pursuant to the new sec-
tion 55A DPA. (There is no protection 
in respect of criminal offences.) Con-
trollers may withdraw their consent  
to a GPA on giving three months    
notice. Further, the government would 
enhance the Commissioner’s powers  
to enable him to specify the time and 
place for the provision of information 
pursuant to an Information Notice. 
Currently the Commissioner can set   
a deadline in an Information Notice  

by which information must be        
provided, but he cannot specify the 
manner in which this is done. Accord-
ing to the proposals, the Commis-
sioner would also be able to demand, 
during an onsite inspection, informa-
tion to enable him to determine 
whether the controller is complying 
with the DPA. The Commissioner’s 
existing powers do not currently    
extend this far. 
 
The government is considering allow-
ing the Commissioner to apply for       
a warrant where he does not have rea-
sonable grounds to suspect a breach  
of the DPA, but where he has identi-
fied the organisation as high risk.   
The Commissioner would be required 
to explain to the court why he needed 
the warrant. This proposal is narrower 
in scope than that recommended by 
the Review with the government    
apparently concerned by the prospect 
of the Commissioner having the power 
to enter premises with a warrant and 
then to undertake a random audit.  
 
In relation to funding, the government 
proposes a tiered notification fee  
structure, and a new sanction for   
controllers who knowingly or reck-
lessly provide incorrect information   
as part of their registration. 
 
The views of data controllers on the 
proposals were sought as part of the 
government’s consultation, which 
closes on 27th August 2008. The in-
spection proposals are particularly 
likely to attract significant comment. 
 
 
Conclusion 
 
The data protection landscape in the 
UK has transformed during the last 
twelve months. This period of transi-
tion will be ongoing, with the imple-
mentation of the proposals contained 
in the Review. The fact that the gov-
ernment has taken immediate steps  
to implement key recommendations 
expanding the Commissioner’s right  
to audit and increasing his funding, 
sends a clear message that data     
protection is being taken more       
seriously in the UK. 
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